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FOR THE PAST

25 YEARS

The Center for Democracy & Technology
has been the leading voice for individuals
in the digital age. We got our start at the
very beginning of the commercial
internet, working on critical issues that
have touched every single internet user

over their lifetime.

Whatever the challenge of the day, our support of
fundamental human rights and civil liberties has
never wavered, whether we are pressing forward
on federal privacy legislation, making elections
more secure, pushing back against censorship, or
curtailing invasive government surveillance.

The CDT you know was started back in 1994 by a
scrappy bunch of visionaries, including Jerry
Berman, Janlori Goldman, Deirdre Mulligan,
Jonah Seiger, and Danny Weitzner. That
beginning has grown to a team of 30, with offices
in Washington, D.C. and Brussels. CDT was most
recently led by Nuala O'Connor for six years, and

in spring of 2020, Alexandra Reeve Givens will join
CDT as President & CEOQ, leading us into an
exciting new chapter.

As we celebrate our 25th anniversary, we are
excited to share this special edition of our annual
report. We look back on CDT's history of ensuring
that fundamental rights are built into the
technologies we still rely on, and look forward to
a future where the ability of digital technology to
serve us grows every day. Thank you to our
partners on this ongoing journey — together we
can shape a digitally-empowered world where
democracy and individual rights flourish.
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THE BEST IS YET TO COME.

The Center for Democracy & Technology is as old as the commercial internet, and was one of the very first
advocacy groups working to build civil rights into the foundation of the digital revolution. Through the years,
CDT has been aleader in championing policies, laws, and technical designs that empower people to use

technology for good, while protecting against invasive, discriminatory, and exploitative uses. Over 25 years, a
lot has changed and CDT continues to evolve to address emerging challenges. The best is yet to come.
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World internet
usage surpasses

billion people
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CDT sues the FCC
to protect strong net
neutrality rules
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CDT calls for
comprehensive federal
privacy rules in the
U.S. and is the first
group to release a draft
bill for discussion
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2019 HIGHLIGHTS
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CDT filed an amicus brief in

Georgia v. Public. Resource.org

before the Supreme Court, arguing

that annotated official versions of
state laws should not be subject to
copyright. In this case, the
annotated state code is designated as
the only authoritative source of
Georgia law, and we encouraged the
Court to provide unrestricted access
to the public.

To infuse more research into the policy
debates around AI, CDT partnered with
the R Street Institute to launch the
Governance Research in Artificial
Intelligence Leadership network, GRAIL.
The network includes academic researchers
from a range of disciplines, and addresses
issues around privacy, intellectual
property, competition, and more. The
GRAIL network’s experts are a valuable
resource helping policymakers understand
the real-world impact of proposals
governing Al.
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In advance of the 2020 presidential
election, Congress had numerous
opportunities to enhance the
cybersecurity of election systems,
yet failed repeatedly to act. They
passed meager election security
funding proposals, allocating only
$250 million to states while letting
more comprehensive improvements
repeatedly stall. CDT continued to
advocate for urgent Congressional
action to protect this pillar of
democracy and get funds to the
states that need the most help
securing their systems. We also
worked directly with the federal
Election Assistance Commission
and state legislatures, and trained
election officials representing more
than 47 million potential voters in
how to tackle the particular
cybersecurity challenges they face.

Algorithmic systems are
becoming pervasive in

our society, and the K-12
education space is no
exception. Schools,
districts, and states are
turning to algorithmic
systems to help them make
all sorts of decisions, from
assigning students to
schools, to keeping students
safe, to preventing students
from dropping out. CDT
provided guidance to
educators to help them
leverage some of the benefits
of algorithmic systems while
protecting students,
particularly from the most
vulnerable communities,
from unintended harms.
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these practices 1s not only
possible, but already the
practice in other countries.

CDT filed a legal brief with the
European Court of Human Rights
opposing the United Kingdom’s bulk
interception regime, which allows
intelligence agencies to tap the fiber
cables carrying internet traffic to
analyze all electronic data going in or
out of the U.K. CDT’s brief in Beg
Brother Watch v. the U.K. argues
that the U.K.’s use of data received
by the U.S. violates obligations
under the European Convention

on Human Rights.
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As calls to “break up big tech”
grow louder, we decided to
bring CDT’s practical voice to
debates around competition
and antitrust. At CDT, we are
focusing on the facts of how
users and consumers are
affected by basic price
competition, squelched
innovation, and wielded market
power. We highlighted the need
for the government to take
creative approaches to applying
the U.S.’s broad and flexible
antitrust laws to the technology
sector. We also shared our
opinions on how particular
corporate mergers would affect
markets, and filed comments
with agencies in the U.S. and
abroad, all with the goal of
building a digital economy that
works for everyone.

NAVIGATING THE FUTURE OF TECH

Governments worldwide renewed
their calls to weaken encryption
and mandate “backdoors” in
technology for law enforcement.
The U.S., U.K., and Australian
governments notably asked
Facebook not to pursue plans to
lmprove encryption across its
products, and the U.S. Attorney
General was a vocal opponent of
encryption. In response, CDT
quickly organized an open letter,
signed by 100+ organizations,
asking that platforms continue
increasing their end-to-end
security to protect worldwide
communications freedom.

While there was some
positive action in the

courts, net neutrality still

remained in peril in the
U.S. as a result of the
FCC’s overturn of the
Open Internet rules. In

the absence of FCC

action, CDT joined more
than 100 organizations in

supporting the Save the

Internet Act, which would

cement net neutrality
protections into law.
Despite passing in the
House, the Senate failed

to consider the legislation.
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Increased accessibility, easier discovery
of content, and enhanced security are core
elements of the redesign of CDT’s new
website. Browse through our collections
of resources on election security, privacy
legislation, or “techsplanations,” and scroll
through the latest posts from CDT’s many
experts. Don’t forget to look for and listen

Through our non-resident Academic to our latest Tech Talk podcast episodes!
Fellows program, leading academics

lend their expertise to CDT’s

advocacy and connect their
research with relevant
policymakers. For the first time in
the program’s existence, CDT’s
Academic Fellows came to
Washington, D.C. for a day-long
convening. Their perspectives
from a diversity of disciplines
informed in-person escccoo,

discussions with CDT staff, .
as well as external partners, o

where the group covered .
1ssues such as encryption, .
privacy, cryptocurrency,
and competition.
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A Musical
Tech Prom

Though CDT’s annual dinner
celebration continues to evolve,
through the years it has become
known as “Tech Prom.” At
this signature event, CDT
brings leaders in technology
policy together for an evening
of conversation, cheer, and

community.

In 2019, Tech Prom moved to
an exciting new venue, The
Anthem, more commonly used
to host concerts. CDT instead
filled the space with policy-
makers, advocates, govern-
ment representatives, and
corporate partners — all while
adding a spirited 90’s cover
band to the mix.

2019 ANNUAL REPORT




THE FUTURE
OF SPEECH

ONLINE
EVENT

Discussing the
Technology of
Free Speech

In 2019, CDT held our third
annual Future of Speech Online,
a day-long summit that explored
the technology of online speech.
At the event, we brought people
from U.S. and international
perspectives together to discuss

censorship and circumvention,
user empowerment, and
automation in content
moderation. We also identified
ways that technology is regularly

shaping how we share ideas and
express ourselves online.

This year’s event featured
speakers from D.C.’s Arena Stage,
NetBlocks, Clovyr, MIT,
Pinterest, the Tor Project, and
more. Several participants,
including journalists, game
makers, and advocates, presented
their own diverse visions for the

future of speech online.

The event was held in partnership
with the Charles Koch Institute
and the Freedom Forum Institute.
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FEDERAL
PRIVACY
LEGISLATIO
IN THE U.S.
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Following the passage of Europe’s General Data

Protection Regulation and the California
Consumer Privacy Act, local, state, and federal
lawmakers in the U.S. showed new interest in
passing comprehensive privacy laws. CDT
shaped these efforts, serving as aresource to
lawmakers about how to construct protections
that serve consumers while permitting

important innovation.

In 2019, CDT was often invited to address
lawmakers directly on privacy issues. We
testified before the U.S. Congress multiple
times, speaking to the House Subcommittee on
Consumer Protection and Commerce, the
Senate Judiciary Committee, and the Senate
Commerce Committee. We called for clear and
focused privacy rules, and repeatedly
demonstrated that the current "notice and
consent” model around personal datais no
longer a viable option. It provides neither
genuine choices for consumers nor certainty for
companies of all sizes about what uses of data

are appropriate.

We also testified at the Federal Trade Commis-

sion’s historic Hearings on Competition and

Consumer Privacy in the 21st Century, and
served as aresource for state lawmakers across
the country. CDT also participated in the
National Institute of Standards and Technolo-
gy's Privacy Framework process, which offers
guidance to organizations and companies
seeking to construct a holistic privacy and data
protection program based onrisk management

and privacy engineering principles.

CDT continues to emphasize that privacy
proposals that do not address unfair and
discriminatory data practices are inadequate.
The unregulated collection, use, and sharing
of data disproportionately burdens marginal-
ized people, and any privacy law must protect

civil rights.

Until comprehensive privacy legislation
becomes areality inthe U.S., CDT is
committed to working with lawmakers and
other stakeholders to craft data protection
laws that guarantee everyone in the U.S.
comprehensive protections for personal
information that can't be signed away.
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As more of daily life is conducted online, the

scale of content posted on websites, apps,
social media platforms, and other online
services has grown enormously. Sites that host
users' content are challenged to define what
content their terms of service will allow and to
enforce those terms, while also responding to
reports of illegal content and activity on their
sites. This is a difficult balance to strike while
respecting users’' freedom of expression and
privacy rights, and companies’ efforts have
attracted scrutiny, not least from governments.
CDT is fighting to hold governments
accountable for their overreaching efforts to
regulate speech, especially when the standards
they set are vague, broadly worded, or
impossible to enforce, while also pushing
companies to be transparent about their
content moderation practices.

In the European Union, CDT worked to convey its
concerns with the proposal for a Regulation on
Terrorist Content Online, cautioning against
overbroad policies that mandated use of certain
technological solutions and rapid takedowns of
content without due process and judicial
oversight. CDT also organized dozens of civil
society organizations to highlight the
Regulation’s shortcomings. We secured

significant improvements in the version of the
Regulation adopted by the European Parliament
in April 2019, and at the end of the year,
negotiations on the final version with the
European Commission and European Council
were ongoing. CDT also published guidance for
EU regulators on how to craft online content
policy initiatives with minimal harm to free
expression, access to information, and

innovation and entrepreneurship on the internet.

In the wake of a horrific act of violence in
Christchurch, New Zealand that was streamed
online, CDT highlighted the need for social
media platforms to provide transparent looks at
how they approach and moderate content like
the videos that proliferated during that incident.
We also warned that efforts to automate
content moderation aimed at topics like
terrorist propaganda can sweep in news
reporting, documentary footage, and more.
CDT advocates for an internet where corporate
and government efforts to safeguard people
online occur in alegal framework that respects
our fundamental rights and promotes the rule of
law. This is essential for ensuring that the
internet remains a medium that enables diverse
opinions and perspectives to flourish across a
wide variety of platforms and services.
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FIGHTIN
GOVERNM
INTRUSIONS
PRIVACY AND
SPEECH AT THE
BORDER
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The dramatic increase in warrantless searches
of digital devices at the U.S. border has cap-
tured the attention of the public and the press.
U.S Customs and Border Protection has violat-
ed not only the Fourth Amendment, but also its
own procedures when conducting these
searches. CDT is fighting these intrusions with
the goal of protecting the First and Fourth

Amendment rights of every American.

In February 2019, CDT quickly pushed back
when Congress proposed border security
funding for a “smart wall.” We pointed out that
the systems CBP already used to monitor,
identify, and track individuals, such as facial
recognition technology and automated license
plate readers, are overly invasive. Communities
near the border bear the brunt of these extra
surveillance measures, and should not be
subject to persistent, warrantless monitoring.

Not two months later, reports revealed that
the Department of Homeland Security was
targeting and keeping detailed records on
activists, journalists, and lawyers in contact
with asylum seekers at the border. CDT rapidly
organized a coalition of over 100 organizations
spanning the political spectrum, which issued a
letter urging DHS to cease such activity be-
cause it chills exercise of the right to freedom

of expression and association.

CDT also warned about the dangers of using

social media information to screen individu-
als seeking admission to the U.S. Just before
a Palestinian freshman admitted to Harvard
College arrived in the U.S. for the 2019-20
school year, the U.S. government revoked his
visa. He was forced to return to Lebanon
after being detained and allegedly interrogat-
ed about his friends' social media activity. We
organized a coalition of 40 organizations that
demanded that DHS and CBP clarify their pol-
icies and do more to respect immigrants’ and
visitors' rights to freedom of expression and
association. CDT also pointed out that social
media screening at the border of the U.S.
paves the way for other countries to screen
the social media of Americans when they

seek admission to other countries.

In December 2019, CDT assisted a successful
legislative push from Sen. Patrick Leahy to
compel the U.S. government to disclose
information about electronic device searches
conducted at the border. This win for transpar-
ency and accountability willarm Congress with
information about how CBP wields its discre-
tion at ports of entry, who its searches target,
and how data seized from devices is shared.
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FINANCIALS

CDT is committed to sound financial stewardship and transparency. We have
received clean audits each year from an independent auditing firm and have
high ratings from nonprofit watchdogs Charity Navigator and GreatNonprofits.
Our profuse thanks to our 2019 donors who make our work possible.

Visit cdt.org/financials for more information.
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EXPENSES

4,622,349 PROGRAMS

. 296,250 PUBLIC EVENTS

- 513,761 FUNDRAISING
- 549,773 ADMINISTRATION

5,982,133 TOTAL
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BOARD
MEMBERS

William S. Bernstein, Chair
MANATT, PHELPS & PHILLIPS

Julie Brill
MICROSOFT

Alan Davidson
MOZILLA CORPORATION

Edward W. Felten
PRINCETON UNIVERSITY

Peter Hustinx

Carl Landwehr
GEORGE WASHINGTON UNIVERSITY

Travis LeBlanc
COOLEY

Bruce Mehlman
MEHLMAN CASTAGNETTIROSEN & THOMAS

Su-Lin Cheng Nichols
LAFAYETTE STRATEGIES

Nuala O'Connor
WALMART

Andrew J. Pincus
MAYER BROWN

Philippa Scarlett

Mark Seifert
BRUNSWICK GROUP

David Vladeck
GEORGETOWN UNIVERSITY LAW CENTER

*Organizations are listed for identification purposes only.

Affiliations are current as of March 2020.
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2019

CDT
FELLOWS

Alessandro Acquisti
CARNEGIE MELLON UNIVERSITY

Annie Antén
GEORGIAINSTITUTE OF TECHNOLOGY

Hannah Bloch-Wehba
DREXEL UNIVERSITY

Michael Carroll
AMERICAN UNIVERSITY, WASHINGTON COLLEGE OF LAW

Kate Carter
UNIVERSITY OF WISCONSIN-MADISON

Catherine Crump
UNIVERSITY OF CALIFORNIA, BERKELEY, SCHOOL OF LAW

Susan Freiwald
UNIVERSITY OF SAN FRANCISCO

G.S. Hans
VANDERBILT LAW SCHOOL

Jennifer Holt
UNIVERSITY OF CALIFORNIA, SANTA BARBARA

Sarah E.Igo
VANDERBILT UNIVERSITY

Margot Kaminski
UNIVERSITY OF COLORADO LAW, SILICON FLATIRONS

Aleksandra Kuczerawy
CENTRE FORIT &P LAW, KU LEUVEN

Kim Ochs
INDIANA INSTITUTE OF TECHNOLOGY

Shobita Parthasarathy
UNIVERSITY OF MICHIGAN SCHOOL OF PUBLIC POLICY

Mark Raymond
UNIVERSITY OF OKLAHOMA

Neil Richards
WASHINGTON UNIVERSITY IN ST. LOUIS SCHOOL OF LAW

Pamela Samuelson
UNIVERSITY OF CALIFORNIA, BERKELEY, SCHOOL OF LAW

Stefaan Verhulst
NEW YORK UNIVERSITY



ADVISORY
COUNCIL

MEMBERS OF THE 2018-2019 CLASS
Grant Aldonas
John Bailey

Steve Bellovin
Alyssa Betz

Jesse Blumenthal
Marjory Blumenthal
Mark Bohannon
Rachel Brand
Bernadette Bulacan
Justyna Beckwith Burr
Ryan Calo

Dan Caprio

Mélika Carroll
Cordell Carter

Maia Comeau
Laura Cox Kaplan
Nicholas Diamand
Patrick Dolan
Eileen Donahoe
Erin Egan

Caroline Elkin

Donna Epps
2019 CO-CHAIR

Nick Feamster
Tanya Forsheit
Elizabeth Frazee

Michael Gallagher

Harley Geiger
Michael Gottlieb
Marc Groman
Mona Hamdy
Tomeka Hart
Todd Hinnen
Robert Holleyman
Jane Horvath
Gus Hosein

Fred Humphries
Brian Huseman
Victoria Luxardo Jeffries
Chris Kelly
Cameron Kerry
Adam Kovacevich
Susan Landau
Tara Lemméy
John Lepore
Nancy Libin

Gail Lione
Stephanie Martz
Caroline McCarthy

Deven McGraw
2019 CO-CHAIR

Terrell McSweeny
Carlos Monje
Katie Moussouris

Eric Muhlheim

2018-2019

Laura Murphy
David Olive

Chan Park

Lydia Parnes
John Penney
Michael Petricone
Chip Pickering
Alan Raul

Renate Samson
Michael Samway
Ari Schwartz
Jonah Seiger
Jon Selib

Nico Sell

Daniel Sepulveda
Tim Sparapani
Shane Tews
Anne Toth

Bryan Tramont
Toké Vandervoort
Justin Weiss
Daniel Weitzner
Heather West
Christopher Wolf

Jessie Woolley-Wilson
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DONORS

2019

200.000+ Amazon Google
y
Bill & Melinda Gates Foundation Irell & Manella
Chan Zuckerberg Initiative DAF, John S. and James L. Knight
an advised fund of Silicon Valley Foundation
Community Foundation ,
Microsoft
Facebook
Ropes & Gray
100.000 Apple Open Society Foundations
y

- 199,999

Mayer Brown
Covington & Burling
Ford Foundation

Democracy Fund

Robert Wood Johnson Foundation
Verizon
Verizon Media

Walmart

50’000 - Anonymous Palantir Technologies
99’999 Comcast Pango
Intel Twitter
Mozilla
25’000 - Ancestry Dell
49’999 AT&T DuckDuckGo
BSA | The Software Alliance Intuit
Charles Koch Foundation Lyft
Consumer Technology Uber
Association Ve
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10,000 -
24,999

Accenture
American Express
Arnold & Porter
Brunswick Group

Business
Roundtable

Cisco
ClassDojo
Cooley

Davis Wright
Tremaine

Dropbox

Ellis & Associates

Glen Echo Group
Hogan Lovells

Interactive
Advertising Bureau

Internet
Association

Jenner & Block
JPMorgan Chase
Kaspersky

Kekst CNC

Kelley Drye &
Warren

Latham & Watkins
Longhill Charitable

McGuireWoods
Consulting

Mehlman
Castagnetti Rosen
& Thomas

Monument
Advocacy

National Retail
Federation

Netflix
NortonLifeLock
Payfone

Perkins Coie

Andrew Pincus

Sprint
Twilio
UnitedHealth
Group

USTelecom
Association

Venable
Verisign

Walt Disney
Company

Wilmer Cutler
Pickering Hale and
Dorr

Wilson Sonsini
Goodrich & Rosati

Expedia Gro
rped e Foundation Postmates ok
Exxon Mobil Rapid7 orkday
- Manatt, Phelps P
Corporation :
pores & Phillips Red Hat ZwillGen
Frankfurt Kurnit
Klein & Selz Mastercard SoftBank Group
5 ooo - Akin Gump Davis Polk & Internet Society | Starbucks Coffee
Anonymous Wardwell ISOC Company
9,999 8ill & Lori Bernstein  DLA Piper Invariant T-Mobile
Booz Allen Ed Felten Karen Kornbluh & Toyota
Hamilton Fenwick & West Jim Halpert University of
Lime Amsterdam

CenturyLink

Goodwin Procter

Orrick Herrington

Univision/Fusion

CompTIA: Lisa Hayes & Tom & Sutcliff
Information Henneberg URgEifs Wilkinson Barker
Technology Huawei Salesforce Knauer
Crowell & Moring Technologies USA Sidley Austin Wix.com
2 500 - Charles Koch Peter Hustinx Amy & Bruce Steptoe & Johnson
’ Institute Mehlman .
ICANN Treliant
4’999 Data Q.uality Carl & Juraie Nuala O'Connor &
Campaign Landwehr Peter Bass
Todd Hinnen Mark Seifert
1 ooo - Albright Dedrick Family Eric & Lauren Software &
’ Stonebridge Group  Foundation at the Muhlheim Information
Community . : Industry
Anonymous (4 Deirdre Mulligan
2’499 ymous (4) Foundation of WA Association

Julie Brill

Justyna Beckwith
Burr

Cloudflare
Consumer Reports

Cowen

Greater Buffalo
Jim Gerber

Bruce Heiman
Britanie Hall
Denis & Gail Hayes
Cameron Kerry

Travis LeBlanc

Jerome S. and
Grace H. Murray
Foundation

Su-Lin Nichols

Public Interest
Registry

Oscar Ramirez
Philippa Scarlett
Reed Smith

SPQR Strategies
David Vladeck
Wiley Rein

Jessie & David
Woolley-Wilson

Yelp
ZL Technologies
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o join us for all that lies
we can ensure that
dividual rights remain
digital revolution.
dt.org/donate.




- facebook.com/CenDemTech

1401 K Street NW, Suite 200 | Washington, DC 20005 - @cendemtech / @CDTEU
Rue d'Arlon 25, B-1050 | Brussels, Belgium
P 202.637.9800 | F202.637.0968 - Find us on linkedin.com



