The undersigned civil society organizations, companies, and cybersecurity experts,
including members of the Global Encryption Coalition, urgently call for the Swedish
Riksdag to reject the legislation, “Ju2024/02286 Datalagring och atkomst till elektronisk
information.”? This legislation, if enacted, would greatly undermine the security and
privacy of Swedish citizens, companies, and institutions. Despite its intention of
combating serious crime, the legislation presents a dangerous approach which would
instead create vulnerabilities that criminals and other malicious actors could readily
exploit. Compromising encryption would leave Sweden’s citizens and institutions less safe
than before.

The legislation would force companies to store and provide law enforcement with
access to their users’ communications, including those that are end-to-end encrypted.?
The consensus among cybersecurity experts is that complying with this requirement for
end-to-end encrypted communications services will be impossible without forcing
providers to create an encryption backdoor* —akin to a master key that unlocks every
door in a building.

The creation of an encryption backdoor creates vulnerabilities that would leave Sweden
less safe against cyber threats and foreign adversaries. This concern is echoed by the
Swedish Armed Forces, which has stated that [access requirements in End-to-end
encrypted communication] “cannot be fulfilled without introducing vulnerabilities and
backdoors that third parties can exploit.”

If passed, the legislation leaves platforms offering end-to-end encrypted services with an
impossible choice. They will either need to comply and undermine the security of their
services, or they will be forced to leave the Swedish market. In either scenario, the resultis
less secure and private communications for the Swedish citizens, companies, and
institutions who rely on these tools.® Over 40% of Swedish Internet users benefit directly
from the security and privacy provided by end-to-end encrypted messaging services.’

1 The Global Encryption Coalition is a group of over 400 organizations, companies and cybersecurity experts
that promotes and defends encryption in key countries and multilateral fora where it is under threat.
https://www.globalencryption.org/

2 https://www.regeringen.se/rattsliga-dokument/departementsserien-och-promemorior/2024/11/utkast-till-
lagradsremiss-datalagring-och-tillgang-till-elektronisk-information/

3 https://isoc.se/wp-content/uploads/2025/01/Ju2024_02286-DFRI-ISOC-SE-SNUS. pdf

4 https://www.cl.cam.ac.uk/archive/rja14/Papers/doormats.pdf

5 https://regeringen.se/contentassets/e22f777eb1964c258c5d9a21adb6a355/forsvarsmakten.pdf

6 Recently, UK citizens lost the protection provided by Apple’s end-to-end cloud service, after the UK
government attempted to force Apple to build an encryption backdoor.
https://www.eff.org/deeplinks/2025/02/cornered-uks-demand-encryption-backdoor-apple-turns-its-
strongest-security-setting

7 https://www.statista.com/forecasts/1 348051/most-used-messenger-by-brand-in-sweden
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Undermining the confidentiality of end-to-end encrypted services would have a particularly
harmful impact on those already at most significant risk: journalists and activists who rely
on secure communication to protect sources and organize safely, families and domestic
violence survivors who use encryption to shield themselves from abuse,® LGBTQ+
individuals who depend on secure platforms for safety and community,® and many more
who rely on the protection and privacy provided by end-to-end encrypted services.
International human rights bodies, including the European Data Protection Board and
European Court of Human Rights, have recognized the importance of end-to-end
encryption to protect the right to privacy and to promote the exercise of other rights.'*"

Swedish companies, government services, and institutions all benefit from end-to-end
encryption. The Swedish Armed Forces recognized this when they recently endorsed the
use of Signal, an end-to-end encrypted messaging application, to protect the non-
classified communications of national security professionals.’ If the legislation passes,
Signal has already indicated that they would choose to leave the Swedish market rather
than comply.™

Ensuring the security and privacy of government officials and national security
professionals is vital for helping prevent extortion or coercion attempts, which could lead
to more significant national security damage. The Swedish Armed Forces have noted in
January 2025 that “the country is subject to regular cyberattacks”,’ and in such an
environment, ensuring Swedish citizens, companies, and institutions have access to
uncompromised end-to-end encrypted communications is more vital than ever.

Weakening encryption would be akin to lowering defenses during heightened risk. Amid
such national security challenges and the fallout of the Salt Typhoon hack, ' the reliance

8 https://www.internetsociety.org/wp-content/uploads/2021/05/NNEDV_Survivor_FactSheet-EN.pdf

9 https://www.lgbttech.org/encryption-privacy-security

101n 2022, a joint opinion from the European Data Protection Board (and European Data Protection
Supervisor noted that “encryption technologies contribute in a fundamental way to the respect for private life
and confidentiality of communications, freedom of expression as well as to innovation and the growth of the
digital economy.https://www.edpb.europa.eu/system/files/2022-
07/edpb_edps_jointopinion_202204_csam_en_0.pdf

Ln February 2024, the European Court of Human Rights found that Russia’s order issued to Telegram
requiring it to disclose “technical information” including encryption keys breached human rights law, as it
was not proportionatePodchasov v Russia [2024] ECHR 134 [79]:
https://hudoc.echr.coe.int/eng/#{%22itemid%22:[%22001-230854%22]

12 https://www.forsvarsmakten.se/sv/aktuellt/2025/02/forsvarsmakten-anvander-appen-signal-for-oppen-
kommunikation-med-mobiltelefoner/

13 https://cybernews.com/news/signal-sweden-encryption-backdoor-police/

14 hitps:/iwww.forsvarsmakten.se/sv/aktuellt/2025/01/hybridoperationer-skadar-sverige/

15 https://cyberscoop.com/salt-typhoon-us-government-jen-easterly-cisa/
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by the Swedish government, citizens, and businesses on end-to-end encryption to keep
themselves safe and secure has never been greater.

Rather than undermining encryption, the government should invest in and utilize modern
investigative techniques that are targeted and do not compromise the security of all users.
These include enhanced digital forensics, improved data analysis, and international
cooperation.

End-to-end encryption is vital to protecting Sweden’s interests. In light of the severe risks
to security, privacy, and human rights, we strongly urge the Riksdag to reject
“Ju2024/02286 Datalagring och atkomst till elektronisk information.” Passing this
legislation would damage Sweden's cybersecurity, digital economy, and commitment to
human rights. It would create a legacy of vulnerability that would persist for generations.

We implore you to protect Swedish citizens' communications and fundamental rights,
safeguard Sweden's digital future, and prioritize policies that strengthen rather than
weaken cybersecurity. Sweden's security, prosperity, and freedom depend on it.
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