
April 2, 2025 

 

To: Consumer Financial Protection Bureau 

      1700 G Street NW 

      Washington, DC 20552 

 

Dear Acting Director Vought, 

 

We write to express our support for the Consumer Financial Protection Bureau’s (CFPB) 

proposed rulemaking on protecting Americans from harmful data broker practices, and we hope 

that the CFPB moves toward a final rule. Doing so will establish accountability for the 

burgeoning data broker industry that is powering the abuse of people’s personal information. It 

will help provide much-needed protections for the public when widespread access to their data 

is at an all-time high, which presents very real harms to people’s personal and financial 

well-being. 

 

Data brokers have been exploiting their ability to share and sell, essentially without restriction, 

consumers’ financial data, location data, health data, personal identifiers, online activity, and 

other private information. This data is packaged in ways that help buyers identify vulnerable 

targets for a variety of purposes. For instance, the information supplied by data brokers has 

been used to infer people’s income level and target predatory loan offers to consumers in 

financial distress1; to infer people’s health conditions for purposes of delivering drug 

advertisements or determining insurance coverage2; or to arbitrarily deny housing, 

employment, or financial opportunities based on discriminatory disqualifying factors.3 The 

information is also made available to any buyer looking to carry out fraud and identity theft 

against older adults,4 or to harass and threaten domestic violence survivors or government 

employees.5  
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It has become practically impossible for people on their own to prevent these harms as people’s 

economic participation and social connection and companies’ business grow increasingly 

digitized. For example, employment background checks now often involve information that data 

brokers obtain from prior employers in combination with other publicly available data,6 and 

many employers are also adopting more technologies developed by vendors without ensuring 

that employee data accessed through those technologies is not then repurposed or shared with 

other third parties.7 Workers have limited ability to challenge their employers’ handling of data 

when doing so could have consequences for their continued employment.  

 

The burdens posed by widespread data sharing are also of particular concern for disabled 

people as more companies obtain health, genetic, and location data, and browsing activity 

through sources such as mental health apps and websites,8 social media platforms, connected 

services used in cars, and personal devices.9 These types of services and products can be a 

useful source of support or critical information for people with disabilities, but data collected 

from these services and products may be shared with third parties such as insurance companies 

and advertisers who exploit it for their profit.10 

 

The CFPB’s proceeding would help address these harms by determining how the Fair Credit 

Reporting Act (FCRA) applies to data brokers and make clear that data brokers trafficking in 

financial and related data must comply with FCRA. For instance, the rule proposal would clarify 

what types of data would be subject to FCRA protections when held by data brokers; prevent 

this highly personal and private data from being collected for credit reporting purposes but then 

subsequently used for marketing purposes; and require data brokers to be more transparent 

and allow consumers to revoke consent for certain uses of their credit reports.  
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The CFPB should advance this rulemaking proceeding in a timely manner to help curtail the 

harms caused by the data broker industry. Consumers cannot afford to wait – without 

regulations to effectively rein in data brokers, consumers are at more risk than ever. 

 

Signed, 

 

Center for Democracy & Technology 

Coworker 

Deaf Equality 

Disability Rights Education and Defense Fund 

National Employment Law Project 

New Disabled South 

Open MIC 

Tzedek DC 


