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H.E. Agnieszka Bartol
Acting Permanent Representative of the Republic of Poland to the European Union
Rue Stevin 139, 1000 Brussels, Belgium

10.12.2024

Dear Ambassador Bartol,

On behalf of civil society organisations, many of which are members of the Spyware
Coordination Group, a coalition of civil society and journalist organisations advocating for
transparency, accountability, and respect for fundamental rights in relation to spyware
technologies, we write to urge the Polish Presidency of the Council of the European Union to
prioritise decisive action against the misuse of spyware technologies during your term.

Spyware poses a grave threat to fundamental rights and rule of law principles across the EU and
globally. As the former UN Special Rapporteur on Counter-terrorism stated in 2023 that spyware

“has proliferated internationally out of all control and poses substantial risks to the promotion
and protection of human rights.” International organisations such as the UN, and individual
countries, including Poland and other EU member states, are recognising the proliferation of

commercial spyware as a threat to their own national security, foreign policy interests and the
fundamental rights of their citizens.

In the EU, the European Data Protection Supervisor and the European Parliament have
denounced the widespread abuse of spyware by EU governments, calling for urgent EU-wide
measures, such as stricter regulation of spyware exports and use, alongside improved
safeguards for individuals and the rule of law. Despite these calls, EU institutions have yet to
deliver effective solutions or adopt a comprehensive approach to address the numerous reports
of maladministration and abuse of power by Member States during the previous legislative
term. This lack of decisive action contrasts sharply with countries like the United States, which
have implemented significant measures, including placing_a ban on the operational use of

commercial spyware by all federal agencies, imposing_sanctions on vendors, and enforcing visa

restrictions.

Furthermore, France and the U.K. are spearheading the Pall Mall Process, an international
initiative bringing together additional nations, the private sector, and civil society, focusing on
addressing the spread and reckless use of cyberintrusion tools, including commercial spyware
globally. The Pall Mall process is based on a growing_consensus amongst key nations, including

Poland and the majority of EU Member States, that failing to act on spyware is no longer
acceptable for democratic states, given the escalating risks to national security and the rule of
law stemming from its misuse.


https://www.ohchr.org/sites/default/files/documents/issues/terrorism/sr/2022-12-15/position-paper-unsrct-on-global-regulation-ct-spyware-technology-trade.pdf
https://www.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to-national-security/#:~:text=Therefore%2C%20I%20hereby%20establish%20as,foreign%20government%20or%20foreign%20person.
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/03/27/executive-order-on-prohibition-on-use-by-the-united-states-government-of-commercial-spyware-that-poses-risks-to-national-security/#:~:text=Therefore%2C%20I%20hereby%20establish%20as,foreign%20government%20or%20foreign%20person.
https://www.state.gov/sanctioning-members-of-the-intellexa-commercial-spyware-consortium/
https://www.state.gov/sanctioning-enablers-of-the-intellexa-commercial-spyware-consortium/#:~:text=Today%2C%20we%20are%20imposing%20sanctions,%2C%20journalists%2C%20and%20policy%20experts.
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/#:~:text=This%20visa%20restriction%20policy%20is,unlawfully%20surveil%2C%20harass%2C%20suppress%2C
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/#:~:text=This%20visa%20restriction%20policy%20is,unlawfully%20surveil%2C%20harass%2C%20suppress%2C
https://www.gov.uk/government/publications/the-pall-mall-process-declaration-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities/the-pall-mall-process-tackling-the-proliferation-and-irresponsible-use-of-commercial-cyber-intrusion-capabilities

We acknowledge the actions taken by the Polish Government to investigate spyware abuses at the
national level and to ensure accountability and redress for victims. As Poland assumes the rotating
Presidency, we encourage the Polish Government to extend such commitments to the EU level.
Poland, alongside 10 other EU Member States, has signed the Joint Statement on Efforts to Counter
the Proliferation and Misuse of Commercial Spyware. Recognising the serious threat commercial
spyware poses to national security and fundamental rights, signatory governments have pledged to
“work within [their] respective systems to establish robust guardrails and procedures to ensure that
any commercial spyware use by [their] governments is consistent with respect for universal human
rights, the rule of law, and civil rights and civil liberties,” and to collaborate closely with civil society
groups “to inform [their] approach, help raise awareness, and set appropriate standards.”

To further these goals, the Spyware Coordination Group adopted a Joint Statement on the Use of
Surveillance Spyware in the EU and Beyond earlier this year, which outlines key recommendations for
the new EU institutions. We strongly encourage the Polish Presidency to consider this document as a
guide to inform its approach to addressing the proliferation and misuse of spyware technologies.

The European Union holds significant potential to position itself as a global leader in addressing
spyware abuse through a comprehensive and coordinated approach. However, realising this potential
requires strong political and institutional leadership to bridge the gap between intention and action.
As the Polish Presidency of the Council of the EU assumes its role, it bears the critical responsibility to
prioritise and advance these essential reforms.

To support your efforts, we would welcome the opportunity to meet with representatives of the
Polish Presidency to present our recommendations and discuss how we can contribute to advancing
measures to combat the misuse of spyware and to increase the security of our digital infrastructure.
We believe that such a dialogue would be invaluable in helping to translate commitments into
impactful policies and actions.

We trust that under your leadership, the EU will demonstrate the ambition and resolve needed to
respect and protect fundamental rights, strengthen the rule of laws, and effectively counter spyware

abuse.

Your sincerely,
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https://www.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/
https://www.state.gov/joint-statement-on-efforts-to-counter-the-proliferation-and-misuse-of-commercial-spyware/
https://cdt.org/wp-content/uploads/2024/08/Civil-society-joint-statement-on-the-use-of-surveillance-spyware-English-.pdf
https://cdt.org/wp-content/uploads/2024/08/Civil-society-joint-statement-on-the-use-of-surveillance-spyware-English-.pdf

