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discrepancies. Return any incomplete of incorrect form{s) o applicantis) to be corrected and
re-submitied.

{4) Submit completed forms to the COR by no later tham (14} calendar days after receipt
of the blank forms and access to e-QIP has been initiated.

(5 As directed by the COR, initiate pre-appointment waivers for cerlain posiions, This
may entail performing credit history checks and submission of these checks as part of the
sacurily package, including satisfactory resolution of any issues prior o submission 1o the
Government,

{6} As directed by the COR, review all forms prior ie their being submitied to DO to
ensure that candidates meel DOJ requirements, including residency and citizenship
requirements,

(b} The Depariment will be responsible for the following:
(1 Determing the appropriate risk level for each contract employee position,

{2 Provide the Contractor an adequate supply of forms and instructions for completing
the forms within five business days after contract award. Ensure that the Conlractor is
provided access to the e-QIF system as described in H.8.1.3(c).

{3 Ensura that completed security forms are forwarded to the appropriate investigafing
agency in accordance with appropriate internal procedures. The investigating agency will
conduct the requisite investigations.

(4) Determine whether pre-appointiment background investigation waivers will be
neadad, and if 50, which positions will require such waivers. The COR will notify tha
Contractor which pre-appointment waivers o initiate,

(5) Maotify the Contractor of the results of background investigations as they are
completed and adjudicated. The COR will natify the Contractor of any applicants whao are
found ineligible for employment security approval so that the Contracior can immediately
recruil and initiate paperwerk lo clear replacement applicants.

() Motify the Contracting Officer when a sufficient number of contracl employvees have
received employment security approvals or pre-appointment waivers approvals, Upon receipt
of this information and any other information which may be reqguired elsewhera in the
confract, the Confracting Officer will issue the Contractor a Nolice to Proceed which permits
the commencement of work under the contract.

i Maintain an up-lo-date file of Cerificates of Investigation (C01) and ather backgrournd
investigation-related documentation for all confract employees throughowt the life of the
cantract.

(g} The investigating agency will furnish the relevant SPM the resulls of each proposed contract
employee's investigation through issuance of a Certificate of Investigation (COI1), Upon receipt of the COI and
any ather perlinent documents from the investigating agency, the SPM will determine whether or nol each
proposed contract emplovee should be granted employvment security approval. This decision process is
called “adjudication.” The SPM will notify, if required, the investigating agency of the adjudicative
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determination of each investigation. If OPM is the investigaling agency, this will be accomplished by the SPM
completing and submitting to OPM an INY Foarm 794, *Report of Agency Adjudicative Action.”

H.8.1.6 ldentity Proofing and Badging.

(a) Dwring the life of this contract, the right to unescorted access (o Federally-controlled facilities
andlor access Federally-controlled information systems shall be made available after the contract employvees
hawve (1) meat the identity proofing requirements outlined bebow, and (2) completad all other securify
requirements stated elsewhera in this contract. During all operations on Government premises, the contract
employees shall comply with the rules and regulations govemning the conduct of personnel and the operation
of the facility. The Government reserves the right to reguire confract employees to "sign-in" upon entry and
"sign-out® upon departure from the DO facility.

{B) All contract employees requiring unescorted access o Federally-conirolled facilities andfor
access o Federally-controlled information syslems (regardless of whether they will be issued a DOJ badge),
shall comply with the identity proofing and registration requirements outlined below:

{1 Contract employees must present two forms of identification in original form prior fo
commencement af work under this contract and badge issuance (acceplable documents ang
listed in Form 1-9, OME No. 1615-0047, "Employment Eligibility Verification,” and at least one
decument must be a valid State or Federal government-issued picture 1D); and,

(2) Contract emplovess must appear in person at keast once before a DO official who ks
responsible for checking the idenfification documents. This identity proofing must be
completed prior b commencement of work under this contract and badge ssuance (as
applicable), and must be documented by the DOJ official.

{c} ANl contract employees requiring unescorted access to a DOJ controlled facility shall comply with
the badge requirements outlined below:

{1 Whan any Contracior employees anter a DOJ building for the first time, the contract
employees shall allow one hour for security processing and the fabrication of buildings
access badges.

() Building access badges shall be subject to periodic review by the Contractor's
Supenvisor and checked against the emplovee’s personal idenfification. The coniract
employees shall present themselves for the issuance of renewed badges when required by
the Government as scheduled by the COR or his designee. The Contractor shall notify the
COR when emplovee badges are lost, and must immediately apply for reissuance af a
replacement badge. The Contractor shall pay for reissued building access badges. tis the
Conlracior's respansibility 1o return badges to the COR or his designes whan a conlract
employee is dismissed, terminated or assigned to duties not within the scope of this contract.

H.8.1.7 Replacement Personnel

{a) Securty investigations are very costly to the Government, The Contractor shall make every effort
to preclude incurrence of costs by the Government for securily investigations for replacement of employees,
and in 50 doing, shall assure that otherwize satisfactory and physically able employess assigned hereunder
remain in confract performance for at least one (1) year. The Contraclor shall take all necessary steps 1o
assure that Contractor personnal who are selectad for assignment to this contract are professionally qualified
and personally reliable, of reputable background and sourd character, and meel all olther reguirements
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alipulated heraln,

(b) The fact that the Government performs securily investigations shall met in any manner relieve he
Contractor of its responsibility 1o assure that all personnel furnished are reliable and of reputable background
and sound character, Should a security investigation conducted by the Government render ineligibhe a
Contractor furnished employes, the Contracting Officer will investigate the cause and determine whether the
Contractor has abdicaled Its responsibilibes o make every effort o select reliable emplovees of reputable
background and sound character. Should there be need to replace a contract employee due fo
nonperformance, the Contracting Officer will determine whether the Contractor has abdicated its
responsibilities to make every effort to select trained and experienced emplovees.

{c) Should the Contracting Officer determine that the Contractor has failed to comply with the terms
of Section H.9.1.5(a), the Contractor may be held monetarily responsible, at a minimum, for all reasonable
and necessary costs incurred by the Government to (a) provide coverage (performance) through assignment
of individuals emploved by the Government or third parties in those cases where absence of Conlracior
personnel would cause either a security threat or DOJ program disruption and (b} conduct security
investigations in excess of those which would otherwise be reqguired.

{d) Wathing in this Clause shall reguire the Contractor 1o bear costs invalved in the conduct of
sacurity investigations for replacement of an employes who becomes deceased or severely ill for a long
pericd of time.

{e) Acceptance by the Government of consideration 1o which the Government may be entitled
pursuant to paragraph (c} above shall not be construed to establish a course of conduct which will serve o
lirnit the righls and remedies othersise available to the Government. Under no circumstances shall the
Contractor fail to comply with the terms and conditions set forth herein without assuming liability for such
failure as may be established pursuant 1o this Clause. The rights and remedies conferred upon the
Government by this Clause are in addition to all and other rights and remedies specified elsewhere in this
conlract or astablished by 2w

H.9.2 Contractor Facility

(a) The Contractor shall implement physical controls as necessary 1o maintain the integrity and
confidentiality of all datalinformation in its possesson, At a minimum, the following reguirements shall be in
effect for Contracior controlled spaces where information i processed andlor slored:

{1} Access o the facility shall be limited to Contractor personnel of those escorted by Contracion
personnel.

{2) Documentimedia storage areas shall be restricied to persons requiring access to them on a
nead-to=know basis and have a security access approval granted by the DO,

{3} All areas designated for the storage of Grand Jury information requine locked enfrances and
axiis during non-warking hours ar & steel file cabinet that can be securad with a steel lock-har
and a General Services Administration approved changeable combination padiock, or its
equivalent. Grand Jury information containing other types of sensitive information such as
Federal Tax Return information, witness security information, and other types of highly
sansitive information that have more stringent security reguirements shall be stored and
protected pursuant 1o securty regulations governing such information and special security
instructions provided by the organization originating the information.
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4} Al designated storage areas/containers must be made available for inspection upon
initial award of a contract and semiannually ar as otherwisse directed by the SPM, COR or
COR designes.

(5] The facility clearance shall be at the Secrel level.

(b)) When Grand Jury information is in actual use by authorized personnel, it shall be protected as
follows:

(1) Kept under constant review by an authorized person who is in a physical pesition to
exercise direct securily controls over the material;

2} Covered, turned face down, placed in storage conlainers, of othersise prolected
when unauthorized persons are present;

(3) The room containing the materials must be locked when vacated for short pericds of
time; and

(4} Returned 1o slorage containersiareas as soon as practical after use.

H.9.3 Automation Equipment and Media Materials

(a) ALthe conclusion of the confract pericd, all media materals used in conjunclion with this coniract
shall be tumed in fo the DOJ for destruction. This includes not anly paper records, but also all removabla,
"consumable” media such as CO-ROMs, etc. Any of these media malerials thal become defective during
contract parformance shall be immediataly turned in to the DO for destruction, The Govermmeant will not
compensate the Contractor for the costs of these media malerials.

{b) AL the conclusion of the contract period, the Contractor shall sanitize all other media which has
besn used in connection with contract work, such as PC hard drives and memory, netwaork server hard drives
and memory, etc. according to DOJ approved procedures. For example, the Govermmeant will requing the
Contractor to degauss all such media, or to write aver the media a specified number of, The Contractor will
also be reguired to provide itlemized cerlification that the degaussing has been completed for all equipment
used in connection with the contract. If the Contractor is unable to degauss or sanitize the media to the
satisfaction of the 3PM, the Confractor must turn the media over to the Government for destruction. The
Government will not compensate the Contractor for the cost of this effiort.

{c} If any PCs, hard drives, memory, servers, etc, used in connection with the contract become
defective during the contract performance period, the Contractor must either turn the media over 1o the
Government for destruction, or sanitize the media in accordance with Government approved procadures and
cartify the sanitization., This also applies, of course, o equipmentmedia the Contractor chooses 1o sall ar
dispose of for other reasons, The Government will ot compeansate the Contractor for the cost of this effort,

{d) The Government reserves the right to inspact amy equipmantmeadia cerified by the Contractor as
having been degaussed or sanitized.

(g} The Contracior musl ensure thal sensitive information does nol remain on the storage media,
including hard disks and floppy disks, when the PC is removed from the Contractor's area for maintenance or
ather use. Maintenance personnel must be escorled and monilored by Department of Conlbfaclor personne
when allowed to perform on-site maintenance for the equipment, The storage media musi be removed from
the PC prior o removal of the PC from the area for maintenance.
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(f] Any removable storage madia must be appropriately marked with the classification lewveal.
H.9.4 Data Communications

{a) The Contractor is responsible for ensuring the security of all data transmitted internally (e.g.,
within and between Confractor Tacilities) and data ransmitled bebween the Contractor and i1s subconfiractors.
Far fransmission of sensiive, non-classified data, the COR may require the data to be encrypted in
compliance with Federal Information Processing Standard (FIPS) 46-3, Data Encryption Standard (DES) and
"Security Level 1" of FIPS 140-2, Security Requirements far Cryptegraphic Modules, or their successars,

(B} All encryption devices must be made available for inspection upon initial award of a confract and
semiannually or as otherwise directed by the SPM, COR or COR designes.

H.10 Standards of Conduct

In performing this contract, Contractor personnel may be required to interact with high level
government and non-government officials, The Contractor shall ensure that all its personnel conduct their
work in a professional and responsible manner. All Contractor personnel working on the Government's sile
ghall abide by the rules and regulations as set forth in the DOJ Emploves Standards of Conduct (28 CFR Part
45).

H.11 Publicity

{a) Press releases or olher publicity such as website announcements made in connection with this
contract shall nof be made by the Contractor, unless and until prior written consent has been provided from
the Contracting Officer. The Contractor shall submit its draft press release(s) to the Procuring Contracting
Officer (PCO), who shall coordinate the language with the DO Office of the Chief Information Officer (C107,
and the DOJ Office of Public Affairs (OPA), prior to giving final authorization. This process has been known
o take anywhere from fifteen to thify (15-30) days to complete from receipt of a draft press release and the
Contractor acknowledges this fact when signing the conftract.

(b} In order 1o provide equity of processing press releases or ather award announcemants, the
Contractor shall submit their drafts within two business days after award of the contract{s) to the PCO. The
PCO shall batch process and coordinate all the press releases 1o the appropriate offices specified above, and
issue his/her written consent(s) at the same fime to all Contractors. If one or a low number of the press
releasas isfare holding up consant for the many, then the PCO resarves the right to provide consent to the
many and confinug processing the other press releases,

{c} Mothing in this provision prohibits DO.J from making Agency award announcements or
congrassional notifications it deems appropriate.

H.12 Fresdom of Information Act Requests for Contractor's Proposal

With respect 1o a Freedom of Information Act (FOIA) request for any part of the Conlraciors technical
propasal that is either set forth or incorporated by reference in this contract, before responding to the FOILA
requast the Department will afford the Contractor an opportunily 1o explain why it believes some ar all of the
refevant parts of the technical proposal may be exempt from release under the FOIA,

H.13 Data and Property Rights
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(a) Government Furnished Data and Malerials. The Government shall retain all rights and privileges,
including those of patent and copy. to all Government furnishad data. The Confractor shall naither retain nar
reproduce for privale or commercial use any information or olher malerials furnished or made available under
this contract (fo include orders issued undear this contract), Thea Contractor agrees not o assert any rights at
COmmon law or in eguily or establish any claim to stalutory copyright in swech data. These rights are not
exclusive and are in addition to any ather rights and remedies to which the Government is otherwise entitled
elsewhera in this contract or the task order.

(b)) Contracter Produced Data and Malerials. Al property rights, including publication rights, in the
information and materials first produced by the Conifractor in connection with this coniract (o include orders
issued under this contract) shall vest in the Governmenl. Informabon and materials shall include, but are nat
limited to: computer software applications/data bases, software documentation, plans, systems analyses,
repodts, exiracts, test data and procedures.

(¢} Commercial Computer Software. AL a minimum, the rights of the Government regarding the use,
reproduction and disclosure of commercial computer software provided under a order shall be as descrbed in
Secton 1.1, FAR Clause 52 227-19. Additional nghls may be specified by the Govemment in an order,

H.14 Organizational Conflict of Interest

{a) The Contractor will be reguired to warrant that, to the best of its knowledge and belief, and except
as otherwise st forth in this confract or the order, it does not have any crganizational conflict of interast as
defined balow.

The term "organizational conflict of interest” means a siluation where a Contractor has interests,
eithar due to its ather activities ar its relationships with other organizations, which placs it in a position
thal may be unsatisfactory or unfavorable (a) from the Government's standpoint in being able to
secure impartial, technically sound, objective assistance and adwice from the Contractar, or in
securing the advantages ol adeqguate competition in its procuremant; or (b) from industry's standpoint
in that unfair compelitive advantages may accrue to the Contractor in quastion.

{b) The Contracior agrees that, if after placement of an order it discovers an organizational conflict of
interest with respect to the order, the Contractor shall make an immediate and full disclasure in writing 1o the
Contracting Officer that shall include a description of the action that the Contractor has taken or proposeas to
take o avoid, eliminate or neultralize the conflicl. The Department may, however, lerminate the arder for the
convanience of the Govermmant if it would be in the best interest of the Government,

{c} If the Contractor was aware of organizational conflict of interest before the placement of a task
order and intentionally did not disclose the conflict to the Contracting Officer, the Department may terminate
the task order at no cost 1o the Governmeant.

H.1% Confidentiality of Computer Systems

Any Contractor computer systems or databases utilized in the performance of this contract andfor
Contractor personnel shall not be programmed o intentionally divulge or release any information utilized
under this confract except as required by the coniract, the order, or as directed by the Contracting Officer or
COR.

H16  Indemnification

(a) Responsibility for Government-pwned or leased Properly and Equipment. During performance,
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the Contractor shall be responsible for all negligent acts or missions of ils employess of agents or the
employess or agents of its subcontractor{s). |n this regard, the Contractor shall, at no cost to the Government
and at the Government's option, replace or compensate the Government for any damage 1o or loss of
Government-owned or -leased property caused by such nagligent acts or omissions,

(b) Responsibility for Contractor or Third-party owned or leased Property and Equipment. The
Contractor shall indemnify the Government against any and all liability claims for loss or damage to any
Contractor owned or leased property ocourning as a result of negligence or omissions by employees or agents
af the Contractor or its subcontractor(s) in connection with the performance of work under the terms of this

delivery arder.

{c} Eesponsibility for Praperty and Equipment Damaged or Last through no fault of the Contractar or
the Government. Property damage or [oss that ccours through no fault of either the Confractor, their
subcontraciors or agents or the Government shall be the responsibility of the party holding fitke to or having
leased the property.

H.17 Subcontracts and Administrative Contracting Officer (ACO) Consent

{a) Subcontracting is not restncted under this contract if it does not adversely affect the quality or
delivery of the final product or servica. The ACO shall have the right to restrict subcontracting if it is
determined that such an acticn is in the best interest af the Govarmment.

(b)) Subconiractors named and described in the Contractor's successiul proposal are considered
authorized to perform work under this contract without further written consent from the ACO, unless such
consent i revoked by the ACD. Other proposed subcontractors must be identified in writing and written
consent must be provided by the ACO, prior to staring the wark,

H.18 Prohibition ainst Soliciting and Performing Personal Services

{8) The performance of personal servicas under this contract is strictly prohibited.

{b) Personal service contracting is described in Section 37,104 of the Federal Acguisition
Regulations (FAR). There are a number of factors, when aken individually or collectvely, which may
constitute personal services. Each contract arrangement must be judged in light of its own facts and
circumsiances, but the guestion relative 1o personal services 1S Will the Government exercise redlatively
contineouws supervision and contral over the contractor personnal parforming this contract?

{¢} The gowernment and the Contractor understand and agree that the support services to be
deliverad under this contract are nonparsonal services in natura, thatl is no emplover-employes relationships
axist or will exist under the contract betwean the govermment and the contractor or between the Govemment
and the contracior's employeas.

{d) Contractor personnel under this contract shall not;

1. Be placed in a position where they are appainted or employed by a Federal employee, or are
under the supervision, direction, or evaluation of a Federal employee.

Z. Be placed in a Federal staff or policy making position,

3, Be placed in a position of supervision, direction, or evaluation over DO personnel, or
personnel of ather contractors, or become a part of a government organization.
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{8} Emplovee Relationship

1. The sarvices to ba performead under this contract do not require the contracior ar its
amployees 0 exercise personal judgment and discretion on behall of the governmeanl

2. Rules, regulations, direction, and requirements which are issued by DOJ management under
thieir responsibility for good order, administration, and security are applicable to all persannel
who anter a Governmaent imstallation. This i not to be construed or inlerpreted Lo establish
any degree of Government confrol which is inconsistent with a non-personal services
canlract.

3. The Contractor shall immediately advise the Contracting Officer if the contractor oF i

amployess ara directed by any Government employee to perform work that the Contractor
beligves constitules personal Serices.

{N_Contractor Managemanl Responsibility

The Contractor shall appoint a supervisarmanager who will b2 the contractonrs authonzed
representative for technical and adminisirative perfformance of all services required hereunder, The supervisor
shall provide the single paint of contact through which all contractor/governmaent communications, work, and
technical direction shall fipw. The supervisor shall receive and execute, on behalf of the Contractor, such
technical direclion as the COR may isswe within the terms and conditions of the conlract. All administrative
support of contractor technical personneal required to fulfill the tasks assigned under this contract shall be the
responsibility of the contractor.

H.19 Type of Contract (APR 1984) FAR 52.216-1

This = a fwed unil price, indefinite quantily delivery order lype confract, Individual orders placed
under the contract will be issued on a firm fized-price basis.

H.200 Small Business Subcontracting Plan Reguirements

{a) The Cantractor's contract specific or approved corporate-wide plan shall provide for a fair portion
af the work awarded o be subcontracted to Small, Veteran-Owned Small, Disabled Veteran-Owned Small,
HUB Zone Small, Small Disadvantaged, and Women-COwnad Small Businesses. Tha government-wide total
goal is 40% of the fotal planned subcontracting doflars.  The Contracior must set-forth in its proposal what it
believes are tha fair and proper goals for each of the various types of emall businessaes listed in Attachment 2.
The Government's suggested goals, based on stalulory minimum levels, ane as follows:

Business Size Suggested % Goal
Small Business 39%,
Zmall Disadvantaged Small Business 5%
Woman-Chemad Small Business 5%
HUBZone Business 3%
Sarvice-Disabled Veteran Owned Small Business 3%

{b) The Contractors’ proposed plan shall indicate the annual and total amount of planned subcontract
dollars and percantages of planmed subcontraching dollars for all subcontracted business types, large or
small,
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(¢} The Small Business Subcontracting Plan submitted by dated

. as definitized in Section G.3.1 concerning the delivery of reports, has been
appraved by the Contracting Cfficer and is incorporated harsin and mads a part of this contract as Secton J,
Altachment 2.

Mote:  Does not apply 1o Small Businesses as defined under this solictation/contract.

H.21 Facllity Access

{a) Rights of Egress and Ingress

During the life of this contract, the rights of ingress 1o and egress from the Department of Justice Tacility for
the Confractor's representatives shall be made available as reguired. During all operations on Govermment
premises, the Contracter's personnel shall comply with the rules and regulations governing the conduct of
personnel and the operation of the facility, Tha Government reserves the right to require Contractor
personmel to "sign-in" upon entry and “sign-oul” upon departure from the Department of Justice Tacility.

(b) Building Access Passes

1. When any Contractor or subcontractor personnel enter a DOJ buibding for the first tme, the
Contractor shall allow one hour for security processing and the fabrication of buildings access
passas.

2. Passes shall be subject to penodic review by the Contractor's Supervisor and checked against
the employee's personal identification. The Contractor's employess shall present thamselves for
the issuance of renewed passes when required by the Government as scheduled by the COR or
his designee. The Coniractor shall notify the COR when employee passes are lost, and must
imrmadiately apply for reissuance of a replacement pass. 1L is the Contractor's responsibility 1o
return passes to the COR ar his designee when a Confracior employes is dismissed, terminaied
or assigned Lo duties not within the scope of this contract,

H.22 Personnel Requirements (Hiring)

The Contractor shall ol hire any employes with the specific purpose of providing interim employment for the
employes until employmeant by the Governmeant can be affected.

H.23 Government Rights in Data and Computer Software

{al The Government shall have unlimited rights, as delineated in FAR Clause 52, 227-14, which is
incorporated by reference in Section | herein, in all computer software, documentation, and other data
developad by the Contracior under this contract.

ib} The Contractor shall not duplicate or disclose in any manner, for any purpose whatsosver, or
have or permit others to do so, any of the computer software, documentation, and other data deveboped by
the Cantracior under this contract.

() The Government shall have restricted rights, as delineated in Altemate lll of the FAR clauss
5222714, in all resiricted computer software fumished by the Contracior under this contract,

H.24 Reserved
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H.25

Security of Department Information and Systems

a. Applicability to Contractors and Subconiractars

This clause applies io all contractors and subcontractors, including cloud service providers ("CSPs”), and
personnel of contractors, subcontractors, and C3Ps (hereinafler collectvaly, “Conlractor”) that may access,
callect, store, process, maintain, use, share, retrieve, disseminate, transmit, or dispose of DO Information. 1§
establishes and implements specific DOJ requirements applicable 1o this Contract. The requirements
established hergin are in addition to those required by the Federal Acquisition Regulation ["FAR™), including
FAR 11.002(g) and 52.239-1, the Privacy Acl of 1974, and any other applicable laws, mandates, Procurement
Guidance Documents, and Execulive Ordars pertaining to the development and operation of Information
Systems and the protection of Government Information. This clause does not alter or diminish any existing
rights, obligation or liability under any olher civil and/or criminal law, rule, regulation or mandate.

b. General Definitions

1

2)

(3

4)

(3

Information means any communication or representation of knowledge such as facts, data, or
apinians, in any faorm or medium, including textual, numerical, graphic, cartographic, narrative, o
audiovisual. Information includes information in an electronic format that allows it be siored, retrieved
ar transmitbed, alse referred to as “data,” and “personally identifiable information” {*PI"), regardiess of
farm.

Personally ldentifiable Information (or PIl} means any information about an individual maintained by
an agency, including, bul not limited Lo, information related o education, financial ransactions,
miedical history, and criminal or employment history and information, which can be used to distinguish
or trace an individuals identity, such as his or her name, social security numbser, date and place of
birth, mother's maiden name, biometric records, eic., including any other personal information which
is linkad or linkabla 1o an individual.

DO Information means any Information that is owned, produced, confralled, protected by, or
atherwise within the custody or responsibility of the DO, including, without limitation, Information
related to DOJ programs or personnal. It includes, without limitation, Information (1) provided by or
generated for the DO, (2) managed or acquired by Contractor for the DOWJ in connection with the
performance of the confract, andlor {3} acquired in order lo perform the confract.

Information System means any rescurces, or sel of resources organized for accessing, collecting,
storing, processing, maintaining, using, sharing, refrieving, disseminating, transmitiing, or disposing of
{hareinafter collectively, “processing, storing, or transmitting”) Information.

Covered Information System means any information system used for, imeohved with, or allowing, the
processing, storing, or fransmitting of DO Information.

. Confidentiality and Non-disciosure of DOJ Information

(1

Praliminary and final deliverables and all associated working papers and material generated by
Contractor containing DO Information are the property of the U3, Government and must be
submitted to the Contracting Officer (FCO") or the C0's Represeniative (“CORT) at the conclusion of
the confract, The LLE, Government has unlimited data rights to all such deliverables and associated
working papers and materals in accordance with FAR 52 227-14.
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(2)

(3)

Al documents produced in the performance of this confract containing DOJ Information ane the
property of the U.S. Governmeant and Contractor shall neither reproduece nor release to any third-party
at any me, including during or at expiration or lermination of the contract without the prics wrilten
permission of the OO,

Any D0 information made available to Contractor under this contract shall be used only for the
purpase of performance of this contract and shall mol be divulged or made known in any mannar to
any persons excapt as may be necessary in the performance of this contract. In performancs of this
contract, Contractor assumes responsibility for the pratection of the confidentiality of any and all DO
Information processed, stored, or transmitted by the Confractor. When requested by the GO (typically
no more than annually), Contracior shall provide a report to the CO identifying, e the best of
Contractor's knowledge and belief, the type, amount, and level of sensitivity of the DO Information
processed, stored, or fransmitted under the Contract, including an estimate of the number of
individuals for whom Pl has been processed, stored or transmitted under the Confract and whethar
such information includes social security numbers (in whole or in part).

d. Compliance wilh Information Technology Security Policies, Proceduras and Reqguirameants

{1

Faor all Coverad Information Systems, Contractor shall comply with all security requirements, including
bt reof limited 1o the regulations and guidance Tound in the Federal Information Securily Managerment
Act of 2014 ("FISMATY, Privacy Act of 1974, E-Government Act of 2002, Mational Institute of
Standards and Technology ("MIST") Special Publications (“SP*), including MIST SP 800-37, 800-53,
and 800-60 Valumes | and |l, Federal Information Processing Standards ("FIPS”) Publications 140-2,
1248, and 200, OMEBE Memoranda, Federal Risk and Authorization Management Program
{"FedRAMP™), DOJ IT Sacunty Standards, including 00J COrder 0904, as amended. Thase
reguirements include bul are not limibed 1o

[a) Limiting access to DOJ Information and Covered Information Systems 1o authorized users
and to transactions and functions that authorized users are permitted to exerciss;

(b)) Providing security awareness fraining including, but not imited to, recognizing and reporting
potential indicators of insider threats 1o users and managers of DOJ Information and Covered
Information Systams;

{c)} Creating, protecting, and retaining Covered Information System audit records, reports, and

supporting documentation o enable reviewing, monioning, analysis, Investigation,
reconstruction, and reporting of unlawful, unauthorized, or inappropriate activity related to
such Covered Information Systems andfor DOJ Information;

(d) Maintaining authorizations to operate any Covered Information System;
(&) Performing continuous monitoring on all Covered Information Systems;

(f) Establishing and maintaining baseline configurations and inventories of Covered Information
Systems, including hardware, software, firmware, and documentation, throughout the
Information System Development Lifecycle, and establishing and enforcing security
configuration settings for IT products emploved in Information Systems;

(9) Ensuring appropriate contingency planning has been performed, including DOJ Information
and Covered Information System backups;
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(h)

(i)

1)

(k)

(1

Identifying Covered Information System users, processes acling on behalf of users, or
devices, and authenticating and verifying the identities of such users, procasses, or devices,
using multifactor authentication or HEPD-12 compliant authentication methods whene
required;

Establishing an operational incident handling capability for Coverad Information Systems that
includes adequale preparation, detection, analysis, containment, recovery, and user
response activities, and tracking, documenting, and reporting incidents to appropriate officials
and authonties within Contractor's organization and the DOJ;

Performing periodic and timely maintenance on Covered Information Systems, and providing
affective contrals on tools, techniquas, mechanisms, and parsonnel used to conduct such
mainienance;

Protecting Covered Information System media containing DOJ Information, including paper,
digital and ebactrone meadia; limiling accass to DOJ Information 1o authorized wsars; and
sanitizing or destroving Covered Information System media containing DOW Information
befora disposal, release or reusa of such media;

Limiting physical access to Coverad Information Systerns, equipment, and physical facilities
housing such Covered Information Systems to authorized U3, citizens unless a waiver has
bean granted by the Confracting Officer (*CO"), and protecting the physical facilities and
support infrastructure for such Information Systems;

(M) Screening individuals prior to authorizing access to Coversd Information Systems to ensure

(n)

(0]

(o)

(q)

compliance with DOJ Securily standards;

Assessing the risk to DOJ Infermation in Covered Information Systems penodically, including
scanning for vulnerahilities and remediating such vulnerakilities in accordance with 00U
policy and ensunng the timaly removal ol assels no longer supported by the Confractor;

Agsessing the sacurity controls of Coverad Information Syslemns periodically to deterrmime if
the conirols are effective in their application, developing and implemeanting plans of action
designed to correct defickencies and eliminale or reduce vulnerabilies in such Information
Systems, and monitoring security contrals on &n ongoing basis to ensure the continued
effectiveness of the confrals,

Maonitoring, controdiing, and protecting information transmitted or received by Covered
Information Systems at the external boundaries and key internal boundaries of such
Information Systems, and employing architectural designs, software development technigues,
and systems enginearing principles that promofe effective security; and

Identifying, reporting, and corracting Covarad Information System sacurity flaws in a timely
manner, providing protection from malicious code at appropriate locations, manitoring
sacurity alarts and advisaries and taking appropriate action in response.

{2) Contractor shall mot process, store, or transmit OO Information using a Coverad Information System
without first obtainimg an Authonity 1o Operate (“ATO") for each Covered Information System. The
ATO shall be signed by the Authorizing Official for the DOJ component responsible for maindaining
the security, confidentiality, integrity, and availability of the DOJ Information under this contract. The
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(3)

4

(5)

(&)

("

DO standards and reguirements for oblaining an ATO may be found at DOJ Order 0904, as
amended. (For Cloud Computing Syatems, sea Section W, balow.)

Contractor shall ensure that no Mon-1.5. citizen accesses or assists in the development, operation,
managemant, or maintenance of any DOJ Information System, unless a waiver has been granted by
the by the DOJ Component Head {or his or her designee) responsible for the DOJ Information
System, the DOJ Chief Information Oificer, and the DOJ Security Officer.

When reguested by the DOJ GO or COR, or other DOJ official as described below, in connection with
DOW's efforts to ensure compliance with security requirements and to maintain and safeguard against
threals and hazards to the security, confidentiality, integrity, and availability of DOJ Information,
Contractor shall provide DO, including the Office of Inspector General ("OIG™) and Federal law
enforcement components, (1) acoess to any and all information and records, including ebectronic
information, regarding a Coverad Information System, and {2) physical access to Contractor's
faciliies, installations, systems, operations, documents, records, and dalabases. Such access may
include independent validation testing of controls, system penefration testing, and FISMA data
reviews by DOJ or agents acling on behall of DOJ, and such access shall be provided within 72
hours of the request. Additionally, Contracior shall cooperate with DOU's efforts to ensure, maintain,
and safeguard the secunty, conlidentalily, integrity, and availability of DOJ Informaban.

The use of Conlraclor-owned laptops of ather porlable digital or electroenic madia o process of slora
DO Information covered by this clause is prohibited until Contractor provides a letter to the DOW GO,
and obtains the CO's approval, cerlifying compliance with the following requirements:

(a) Media must be encrypted using a NIST FIPS 140-2 approved product;

(b)) Contractor must develop and implement a process 1o ensure that securily and other
applications software is kepl up-lo-dats;

() Where applicable, media must ufilize antivirus software and a host-based firewall
mechanism,

(d) Contractor must log all computer-readable data extracts from databases holding DOJ
Information and warify thatl each axtract incleding swuch data has bean arased within 90 days
of extraction or that its use is still required. Al DOJ Information is sensitive information
unless specifically designated as non-sansiive by the DOJ; and,

(2] A Rules of Behavior ("ROB") form must be signed by users. Thase rubas must address, at a
minimum, authorized and official use, prohibition against unauthorized users and use, and
the protection of DO Infermabion. The form akso must nodify tha usar that he or sha has no
reasonable expectation of privacy regarding any communications transmitted through or data
stored on Contractor-owned laptops or other portable digital or slectronic media.

Contractor-owned removable media confaining DO Information shall not be removed from DOJ
facilities without prior approval of the DOJ CO or COR,

When no longer needed, all media must be processed (sanitized, degaussed, or destroved) in
accordance with DOJ security requirements.
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(8) Contractor must keep an accurate inventory of digital or eblectronic media used in the performance of
Dk confracts.,

{8 Contractor must remowve all DO Information from Contractor media and return all such information fo
the DO within 15 days of tha expiration or termination of the contracl, unless otherwize extended by
the COQ, or waived (in part or whaole) by the CO, and all such information shall be returnad fo the DOJ
in a farmat and form acceptable to the DOJ. The removal and return of all DO Information must be
accomplished in accordance with DO 1T Securty Standard requirements, and an official of the
Contractor shall provide a written certification certifving the remaval and return of all such information
to the GO within 15 days of the removal and return of all DO Information.

(10100, at ifs discretion, may suspend Contractor's access o any DOJ Information, ar terminate the
contract, when DOJ suspects that Contractor has failed to comply with any secunly requirement, of in
the event of an Information System Securty Incident (see Section V_E, below), where the Departmeni
determines thatl either event gives cause for such action. The suspension of access to DOJ
Information may last uniil such time as DOJ, in its sole discretion, determines that the situation giving
rise 1o such action has been corrected or no longer exists. Contractor understands that any
suspension or fermination in accordance with this provision shall be at no cost to the DO, and that
upon reguest by the GO, Contractor musl immediately return all DOJ Information o DOJ, as well as
any media upan which DO Information resides, at Confracior's expense,

&. Cloud Computing
(1) Cloud compuling means an Information System having the essential characteristics described in
MIST SP 800-145, The NIST Defimition of Cloud Computing. For the sake of this provision and
clause, Cloud Compuling includes Software as a Service, Platform as a Senice, and Infrasiructure as
a Service, and deployment in a Private Cloud, Community Cloud, Public Cloud, or Hybrid Cloud.

{2} Contractor may not wtilize the Cloud system of any CEP unless:

{a) The Cloud system and CSP have been evaluated and approved by a 3FAQ cerified under
FedRAMP and Contractor has provided the most current Security Assessment Report
{"SAR”) to the DO CO for consideration as part of Contractors overall System Security Plan,
and any subsequent SARs within 30 days of issuance, and has received an ATO from the
Authorizing Official for the DOJ compenent responsible for maintaining the securify
confidentiality, integrity, and availability of the DO Information under confract; or,

(B If not certified under FedRAMP, the Cloud Systemn and CSP have received an ATO signed by
the Authaorizing Official for the D0J component responsible for maintaining the sacurity,
confidentiality, integrity, and availability of the DOJ Information under the contract.

{3) Conbractor must ensure thal the C3SP allows DOJ 1o access and retrieve any DO Information
processed, stored or fransmitted in a Cloud system under this Contract within a ressonable time of
any such request, but in no event less than 48 hours from the request. To ensure thal the DOJ can
fully and appropriately search and retrieve DO Information from the Cloud system, access shall
includa any schemas, mela-data, and other associated data artifacts.

1. Information Syslem Security Breach or Incident
{11 Definitions

(a) Confirmed Security Breach (hereinafier, “Confirmed Breach™) means any confirmed
unauthorized exposure, loss of control, compromise, exfiltration, manipulation, disclosure,
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(2}

(3)

4)

{5)

(6}

acquisition, or accessing of any Covered Information System or any DOJ Informaticn
accessed by, refrievable from, processed by, stored on, or fransmitted within, to or from any
such system.

() Potential Security Breach [hereinafter, "Potential Breach™) means any suspected, bul
uncanfirmad, Cowered Information System Security Braach.

() Security Incident means any Confirmed of Potential Covered Information System Security
Braach.

Confirmed Breach. Contractor shall immediataly (and in no event later than within 1 hour of
discovery) report any Confirmed Breach to the DOJ GO and the CO's Representative ("COR™). If the
Confirmed Braach occurs outside of regular busimess hours andlor neither the 004 CO nor the COR
can be reached, Confractor must call DOJ-CERT at 1-866-LS4-CERT (1-866-874-2378) immediately
{and in na event latar than within 1 howr of discovery of the Confirmed Breaach), and shall natify the
CO and COR as soon as praclicable

Potential Breach,

{a) Contractor shall report any Potential Breach within 72 hours of detection to the DOJ CO and
the COR, uwniass Contractor has (a) compleled its investigation of the Patential Breach in
accordance with its own internal policies and procedures for identification, investigation and
mitigation of Security Incidents and (b} determined that there has baen o Confirmed Breach.

(B) If Contractor has not made a determination within 72 hours of detection of the Potential
Braach whethar an Confirmed Breach has occurred, Contractor shall report the Polential
Breach to the DOJ GO and COR within one-haur (i.e., ¥3 hours from detection of the
Potantial Breach). If the time by which to report the Potantial Breach accurs outsida of
regular business hours andfor neither the DOJ SO nor the COR can be reached, Contractor
must call the 00DJ Computer Emergancy Readiness Team (DOJ-CERT) at 1-866-U54-CERT
{1-BE6-874-23T8) within one-hour (i.e., 73 hours from detection of the Polential Breach) and
contact the DOJ CO and COR as soon as pracheable.

Any raport submitted in accordance with paragraphs (B) and (C), above, shall idantify (1) bath tha
Information Systems and DOJ Information involved or at risk, including the type, amount, and level of
sansitivity of the 00J Information and, if the DOJ Information contains P, the estimated number of
unique instances of PII, (2} all steps and processes being undertaken by Contractor to minimize,
remeady, andior investigata the Sacurity Incidant, (3} any and all other information as required by tha
US-CERT Federal Incident Motification Guidelines, including the functional impact, information
impact, impact to recoverability, threat vactor, mitigation datails, and all available incidant details. and
{4} any other information specifically requested by the DOJ, Confractor shall continue to provide
written updates to the DOJ CO regarding the status of the Security Incidant at least evary threa (3)
calendar days until informed otherwise by the DOJ CO,

Al determinations regarding whether and when o notify individuals and/or federal agencies
potentially affacted by a Security Incidant will be made by DOJ sanior officials or the DOJ Core
Management Team at DOJ's discretion,

Upon naotification of a Security Incident in accordance with this section, Confractor must provide to
DO full acceass to any affected or potantially affected facility and/or Information System, including
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access by the DOJ OIG and Federal law enforcement organizations, and undertake any and all
response actions DO determinas are requirad to ensure the pratection of DO Information, including
providing all requested images, log files, and evenl information o facilitale rapid resolution of any
Security Incidant.

(71 DO, at its sole discretion, may obtain, and Contracior will permit, the assistance of other federal
agencies andior third party contractors of firms (o aid in response aclivities related o any Secunly
Imcident, Additionally, DOJ, &t its sole discretion, may reqguire Contfractor to retain, at Contracior's
expense, a Third Parly Assessing Organization (3PAD), acceplable to DOJ, with expertise in incident
response, compromise assessment, and federal security confral requirements, to conduct a thorough
vulmerability and security assessment of all affected Information Syslems.

(8) Response activities refated to any Security Incident undertaken by DOJ, including activities
undertaken by Contractor, other federal agencies, and any third-party contraciors or firms at the
request or direction of DOJ, may include inspections, investigations, forensic reviews, data analyses
and processing, and final determinations of respansihility for the Security Incident andfor Rability for
any additional response aclivibes. Contractor shall be responsible for all costs and related resource
allocations required for all such respanse activities related to any Security Incident, including the cost
of any penetration esbng.

g. Personally Mentifiable Information Motification Requirement

Contractor certifies that it has a security palicy in place that contains procedures to prompily notify
any individual whose Personally Idenlifiable Information (“PII'} was, or is reasonably determined by DOJ Lo
have been, compromised. Any nofification shall be coordinated with the DOJ CO and shall not proceed unfil
the DO has made a determination thal notification would nol impede a law enforcement investigalion or
jeopardize national security. The method and content of any notification by Contractor shall be coordinated
with, and subject to the approval of, DOJ. Confractor shall be responsible for taking correclive action
congistent with DOJ Data Breach Motification Procedures and as directed by the DOJ CO, including all cosis
and expenses associated with such corrective action, which may include praviding credit monitoring o any
individuals whaose Pll was actually or potentially compromised,

h. Pass-through of Security Requirements to Subcontractors and CSPs

The requirements set forth in the preceding paragraphs of this clause apply 1o all subcontractors and
C-5Ps who perform work in connection with this Contract, including any CSP providing services for any other
CSP under this Contract, and Contracior shall flow down this clause to all subcontraciors and CSPs
performing under this contract. Any breach by any subcontractor or CSP of any of the provisions set forth in
this clause will be attributed 1o Contraclor.

H.26 Commen Security Configurations in Information Technelogy (IT) Products and Services

(A The provider of information technology shall certify applications are fully functional and operata
carectly as intended on systems using the applicable and latest Defense Information Systems Agency (DISA)
Security Technical Implementation Guides (STIGS) (hips:ase.disa. milfstigs/Pagesia-z aspx, for secune
canfiguration implementation.

(B The standard installation, operation, maintenance, update, and'or patching of softwars shall not alter
the configuration settings from the approved STIG configuration, The information technology should also use
the Windows Installer Service for installation to the default “program files™ directory and should be able to
silently install and uninstall.
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(Z) Applications designed for normal end users shall rum in the standand user context without elevated
system administration privileges.

H.2T Continuing Contract Performance during 8 Pandemic Influenza or other Mational Emergency

(a} During a Pandemic or ather emergency we understand that our contractor warkforce will
expenence the same high levels of absentessm as our federal employeas. Although the Excusable Delays
and Terminatan for Default clauses used in government contracis list epidemics and guarantine restrictions
amang the reasoens 1o excuse delays in contract perlormance, we expect aur contraclars to make a
reasonable effort fo keep performance at an accepiable level during emergency periods.

(b} The Office of Parsonnel Management (OFM] has provided guidance to federal managers and
employees on the kinds of actions to be taken b ensune the conlinuity of operations during emergency
pericds, This guidance is also applicable to our contract workforce, Confractors are expecied to have
reasonable policies in place for continuing work performance, particularly those performing mission criical
services, during a pandemic influenza or other emergency situation.

ic) The iypes of actions a federal contractor should reascnably fake to help ensure performance ang;

+  Encourage employaas lo gat inoculations or lallaw olher praventive measures as advisad by tha
public health service,

= Contractors should cross-frain workers as backup for all positions performing critical services. This is
particularly important for work such as guard services where telework i not an cpticon.

= |Implement telework to the greatest extent possible in the workgroup so systems are in place to
support successful remote work in an emergancy.

= Communicate expectations to all employees regarding their roles and responsibilities in relation o
remode wark in the avent of a pandamic health crisis or other emeargancy.

+  Establish communication processes 1o nolify emplovees of activation of this plan.

= Integrate pandemic health crisis response expectations into telework agreements.

= With the employes, assass requiremeants for working at home (supplies and aguipment neadead for an
extended elework pericd). Security concerns should be considered in making equipment chaoices;
agancies or contractors may wish to avoid use of amployaes’ personal compulars and provide tham

with PCs or laptops as appropriate

= [Defermine how all employees who may telework will communicate with ane another and with
management 1o accomplish work.

= Practice telework regularly to ensure effectiveness.

= Maka it claar that in emergency situations, employesas must parform all dubes assigned by
management, even f they are outskde usual or customany duties.

= |dentify how time and aftendanca will be maintained.

15JPS519R00000013 Page 67 of 104



U.5. Department of Justice Computer Assisted Legal Research - 5

(d) Itis the contractor's responsibility to advise the government contracting officer if they anticipate
not being able to perform and to work with the Depariment io fill gaps as necessary. This means direct
communication with the contracting officer or, in his'her absence, another responsible person in the
contraciing office via ielephone or email messages acknowledging the confractor's notification. The
incumbent contractor is responsible for assisting the Depariment in estimating the adverse impacts of
nonperformance and to work diligently with the Department to develop a strategy for maintaining the
cantnuity of operations.

(&) The Department does reserve the right in such emergency situations 1o use federal employees,
employees of other agencies, contract support from other existing confractors, or to enter into new contracts
for cribcal supporl services., Any new conlracting efforts would be acquired following the guidance n the
Office of Federal Procuremant Policy issuance "Emeargency Acquisitions”, May 2007 and Subpart 18.2,
Emergency Acguisition Flexibilities, of the Federal Acquisition Regulations.

H.28 Section 508 Compliance

{a) Section S08 of the Rehabiltation Act of 1973 requires that Faderal agencies’ alectronic and
information technology (EIT) is accassible o people with disabilities. The Federal Acquisifion Regulations
(FAR) Final Rule for Section S08 (EIT Accessibility) can be found ab www seclionS08.gov.

{b) The contractor must ensure that all EIT products that are less than fully compliant are offered
pursuant o extensive market research which ensures that they are the most compliant products and services
available. For every EIT product that does not comply with 36 CFR Part 1184, the confractor shall on 30 days
notice, make evary effort to replace or upgrade it with a compliant equivalant product or service, if
commercially available and cost neutral.

() By authorized signature on the contract, the Contractor certifies that it shall comply with
applicable requirements of Saction 508 of the Rehabilitaton Act of 1973 as identified in Aftschmeant 5 of this
solcitation.
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PART Il - CONTRACT CLAUSES
SECTION | - CONTRACT CLAUSES

I.2 Clauses Incorporated by Reference (FAR 52.252-2) (FEB 1938)

This contract incorporates the following FAR clauses by reference with the same force and effect as if
they were given in full text, Upon request, the Contracting Officer will make theair full text available.

CLAUSE NO. DATE TITLE

o, 2021 Moy 2013 Definitions

0. 203-3 Apr 1884 Gratuities

52.203-5 May 2014 | Covenant Against Contingent Fees

522036 Sep 2006 | Reslrictions on Subconiracior Sales lo the Government

o 2057 May 2014 | Anbi-Kickback Procedures

52.203-8 May 2014 | Cancellation, Rescission, and Recovery of Funds for llegal or Impropser
Auctivity

52.203-10 bMay 2014 Price or Fea Adjustment for lllegal or Improper Activity

52 .203-12 Ot 2010 Limitations on Payments o Influsnce Certain Federal Transactions

2. 203-13 Cict 2015 Contractor Code of Business Ethics and Conduct

2. 203-16 Dec 2011 Preventing Personal Conflicis of Interest

5220317 Apr 2014 Contractor Employae Whistleblower Rights and Requiremant To Inform
Employess of Whisteblower Rights

522044 May 2011 Printed or Copied Double-Sided on Recycled Paper

52.204-T Dt 2018 Syalem for Award Management

52.204-9 Jan 2011 Personal ldentity Verificalion of Contracior Personnel

52, 20410 Dt 2018 Reporting Executive Compensalion and Firsl-Tier Subconiract Awards

5220413 Dt 2018 Syalem for Award Management Maintenance

52.204-22 Jan 2017 | Alternative Line tem Proposal

52,2086 Dt 2015 Protecting the Government's Interest when Subcontracting with
Contractors Debarred, Suspended, or Proposed for Debarment

52.200-9 Chot 2018 Updates of Publicly Available Information Regarding Responsibility Matters

52.208-10 Mov 2015 Prohibition on Contracting With Inveried Domeastic Corporations

H2.215-2 Ot 2010 Audit and Records - Negotiation

52.215-R Chet 1947 Crrder of Precedence - Uniform Contract Format

52 215-14 Chet 2010 Inteqrity of Unit Prices

52.219-R Ciet 2018 Ltilization of Small Business Concams

52.219-9 Aug 2018 Small Business Subcontraciing Plan

2 219-16 Jan 1989 Liquidated Damaages - Small Business Subconfracting Flan

52 219-28 Jul 20173 Post-Award Small Business Program Representation

52 222-3 Jun 2003 Convict Labar

2 222-149 Jan 2018 Child Labor - Cooperation with Authorities and Remedies

52 222-21 Anr 2015 Prohibition of Segregated Facilities

2 222-26 Sap 2016 Equal Opportunity

ha 222-35 Ot 2015 Equal Opportunity for Veterans

2 222-36 Jul 2014 Equal Cpportunity for Waorkers with Dizahilities

ha 222-37 Feb 2014 Emplayment Reports on Veterans
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ha 222-38 Feb 2014 Compliance with Veteran's Employment Reporting Reguirements
52 222-41 Aug 2018 Service Contract Labor Siandards
ha 222-50) Mar 2015 Combating Trafficking in Persons
ha 222-54 Ot 2015 Employment Eligibility WYerfication
2 223-5 Aug 2011 FPollution Prevention and Right-to-Know Information
2 223-6 May 2001 Dinug-Free Waorkplace
2 22310 May 2011 Waste Reduction Program
52.224-1 Anr 1084 Privacy Act Notification
H2.224-2 Anr 1984 Privacy Act
H2224-3 Jan 2017 Privacy Training
52 22513 Jun 2008 Restrictions on Certain Foreian Purchases
52.227-1 Dec 2007 Awthorization and Consent
H2227-2 Dec 2007 MNetfice and Assistance Regarding Patent and Copyright Infringement
ha 227-14 May 2014 Righis in Data General (ALT 1)
52 22717 Dec 2007 Righi= in Data - Special Warks
B2 227-19 Dec 2007 Commercial Computer Software License
B2 220-3 Feh 2013 Federal, State, and Local Taxes
52 230-2 Ot 2015 Cost Accounting Standards
52,2321 Anr 1984 Paymenia
52 232-R Feb 2002 Discounts for Prompt Paymeanis
2 232-11 Apr 1984 Exiras
52 23217 bMay 2014 Interest
2 232-23 May 2014 Assignment of Claims
2 232-25 Jan 2017 Prompi Payment
52 232-33 Ot 2018 Paymeant by Electronic Funds Transfer Payment — Systam for Award
Managemen|
b2 232-38 Jul 2013 Unenforceability of Unauthorized Obligations
52.232-40 Dec 2013 | Providing Accelerated Payments o Small Business Subcontractors
52.233-1 May 2014 | Disputes
52.233-3 Aug 1996 | Prolest After Award
022334 ot 2004 Applicable Law for Breach of Contract Claim
52.237-3 Jan 1981 Continuily of Services
52.238-1 Aug 1996 | Privacy or Securily Safeguards
5224213 Jul 1985 Bankrugtey
52.243-1 Al Ay 1987 Changes - Fixed Price Allgrnate |
52.244-2 Ot 2010 Subcontracts
52.244-5 Dec 1996 | Competition in Subconiracting
52.244-6 Ot 2018 Subcontracts for Commaercial ltems
52.245-1 Jan 2017 Gaovernment Property
52.245-9 Apr 2012 Use and Charges
52.248-1 Dt 2010 Value Engineering
52.249-2 Apr 2012 Termination for Convenience of the Government (Fixed-Price)
52.249-8 Apr 1984 Defaull (Fixed-Price Supply and Service)
52.248-14 Apr 1984 Excusable Delays
52.253-1 Jan 1981 Computer Generated Forms

1.3 Clauses Incorporated in Full Text
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FAR Clause 52.203-14 Display of Hotling Poster (Oct 2015)

(a) Definition.
“Uniled Stales,” as used in this clause, means the 50 States, the Districl of Columbia, and oullying areas,
() Display of frawd hotline posterfs). Except as provided in paragraph (cl—

{1} During contract performance in the United States, the Contractor shall prominently display in
common work areas within business segments performing work under this confract and at contract work
sitas—

(i} &ny agency fraud hotline poster or Department of Homeland Security (DHS) fraud hotlire poster
Kentified in paragraph (bY3) of this clause; and
{iiy Any DHS fraud hotline poster subsequantly identified by the Confracting Officer,

{2) Additionally, if the Contractor maintains a8 company website as & method of providing information to
amployees, the Confractor shall display an elactronic version of the poster(s) at the websita,

{3) Any reguired posters may be oblained as follows:

Office of the Inspector General
Fraud Detection Office

Aftn: Poster Raguest

1300 Morth 17" Streal, Suite 3200
Arlington, VA 22209

(i) Appropriate agency name(s) andior title of applicable Department of Homeland Security frawd
hotline postar); and
(i} The wabsite(s) or other contact information for ablaining the poster(s).)

() Iif the Coniractor has implemented a business ethics and conduct awareness program, including a
reporting mechanism, such as a hotling poster, then the Contractor need not display any agency frawd hotline
posters as reqguired in paragraph (b) of this clauss, ather than any required DHS posters,

{d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (d), in
all subconiracts that exceed 355000,000, excep! when the subconiract—

(1) I for the acquisition of a commercial item; or
{27 |z performed enfirely outside the United States

FAR Clause 52.233-2 Service of Protest (Sep 2006)

{a) Protests, as defined in Section 33.101 of the Federal Acquisition Regulation, that are filed directly
with an agency, and copies of any protests that are filed with the General Accounting Office (GAQ), shall be
served on the Contracting Officer by obfaining written and dated acknowledgment of receipt from Department
of Justice, Director, Procurement Services Stall, 145 N Sireel NE, Room BE.408, 2 Constitution Square,
Washington, DT 20530,

(b} The copy of any protest shall be received in the office designated above within one day of filing a
pratest with the GAD.

l.4 Justice Acquisition Regulation [JAR) Clause(s) Incorporated in Full Taxt
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The following clauss is incorporated im full texdt:
2852 223-TD Unsafe Conditions Due to the Presence of Hazardous Materials (Jun 1998

(a) "Unsafie condition” as used in this clause means the aciual or potential exposure of contracior or
Government emplovees 1o a hazardous malenal as defined in Federal Standard Na. 313, and any revisions
thiereto during the term of this contract, or any ather material or working condition designated by the
Contracting Officer's Technical Representative (COR) as polentially hazardous and requiring safely controls.

(b The Oocupational Safely and Health Administration (DSHA) is responsible Tor issuing and
administering regulations that require contractors to apprise its employees of all hazards to which they may
be exposed in the course of their employment; proper conditions and precautions for safe use and exposung;
and related sympioms and emergancy treatment in the event of exposure,

{c) Prior io commencement of work, confractors are required to inspect for and report 1o the confracting
officer or desigrnae the presence of, or suspecied presence of, any unsafe condition including asbesios or
ather hazardous materials or working conditions in areas in which they will be working.

{d) If during the performance of the work under this contfract, the confractor or any of its employees, or
subcontractor employess, discovers the existence af an unsale condition, the contractor shall immediately
netify the contracting officer, or designee, (with written nofice provided not later than three (3) working days
therealter) of the existence of an unsale condition. Such notice shall include the contraclor's
recommendations for the protection and the safety of Govermment, contractor and subcontractor parsonnel
and property thal may be exposed o the unsafe condition.

(&) Whien the Government receives notice of an unsafe condition from the contracior, the parties will
agree on 8 course of action fo mitigate the effects of that condition and, if necessary, the contract will be
amended. Failura Lo agree on a course of action will constitute a dispute under the Disputes clacsa of this
cantract.

{f Mothing contained in this clause shall relieve the contractor or subcontractors from complying with
applcable Federal, State, and local laws, codes, ordinances and regulations (including the abtaining of
licenses and permits) in connection with hazardows material including but not limited to the use, disturbance,
or dispasal of such material.

2852.233-T0  Protests Filed Directly with the Department of Justice [Jan 1998)

{a) The following definitions apply in this provision:

{1} "Agency Protest Official” means the official, other than the confracting officer, designated o
review and decide procuremeant protests filed with a confracting activity of the Department of Justice.

{2) "Deciding Official” means the person chosan by the protestor to decide the agency protest; it
may be either the Contracting Officer or the Agency Protest Official.

{3 “Interested Party” means an actual or prospeciive Offeror whose direct economic interest

would benefitted by the award of a contract or by the failure to award a contract.

(b A protest filed directly with the Depariment of Justice must;
{1} Indicate that it is a protest to the agency.
(2) Be filed with the Conlracting Ofioer.
{3} State whether the protestor chooses to have the Confracting Officer or the Agency Profest
Official decide the protest. If the protest is silent on this matter, the Contracting Officer will
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ic)

(d)

(e)

i

(g

{h)

{iy

iy

(k)

decide the protest.
{4} Indicate whether the protestor prefers to make an aral or written presentation of argumeants in
support of the protest o the deciding official.
{5) Include the information required by FAR 33.103d)(2);
(i) Mamwe, address, fax number and telephone numbes of the prolastor,
(i} Solicitation or contract numbear,
{iiiy Detailed statement of the legal and faciual grounds for the protest, o include a
description of resulting prejudice to the protestor,
{iv} Copies of rebevant documents.
v Request for a ruling by the agency.
{wi} Staterment as bo the form of reliel requested.
{vii}  Allinformation establishing that the protestor is an interested party for the purpose of
filing a protest.
[wii) Al information establishing the fimeliness of the protast.

An interested party filing a profest with the Department of Jusiice has the choice of requesting gither
that the Contracting Officer or the Agency Protest Official decide the profest.

The decision by the Agency Protest Official is an allemalive 1o a decison by the Contracting afficer,
The Agency Protest Official will not consider appeals from the Contracting officer's decision on an
agancy protest.

The deciding official must conduct a schaduling conference with the protestor within five (5) days after
the protest is filed, The scheduling conferance will establish deadlines for oral or written arguments in
support of the agency protest and for agency officials to present information in response Lo the protest
issues. The deciding official may hear oral arguments in support of the agency protest at the same
time as the scheduling conference, depending on availability of the necessary parties.

Oral conferences may take place either by telephone or in person. Other parties may attend at the
discretion of the deciding official.

The protesior has anly one opportunity to support or explain the substance of its protest, Department
af Justice procedures do nol provide for any discovery. The deciding official may request additional
information from either the agency or the protestor, The deciding official will resolve the protest
thraugh informal presentations or meelings o the maximum extant pracbeable.

Aninterested parly may represent itself or be represented by legal counsel. The Department of
Justice will nat reimburse the pratester for any legal fees related to the agency profest,

The Department of Justice will stay award or suspend contract performance in accordance with FAR
331061, The stay or suspension, unless over-ridden, remains in effect until the protest is decided,
dismissed, or withdrawn.

The deciding official will make a best effort o issue a decision on the pratest within twenty (20) days
after the filing date. The decision may be oral or written.

The Department of Justice may dismiss or slay proceeding on an agency protest if a prolest on the
same or similar basis is filed with a protest forum cutside the Department of Justice,
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PART I - ATTACHMENTS
SECTION J - LIST OF ATTACHMENTS

Attachiment 1 = Mandatory Databases - Stale Materials
Attachment 2 = Small Business Subcontracting Plan Gutline
Attachment 3 — Reserved

Attachiment 4 = RFP Comments & CQuestions

Altachmenl 5 - Section 508 Compliance Checklst
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PART IV - REPRESENTATIONS AND INSTRUCTIONS

SECTION K - REPRESENTATIONS, CERTIFICATIONS AND OTHER
STATEMENTS OF OFFERORS

Certain representations and cerfifications must be made by the Offeror and must be filled in as appropriate.
The signatune of the Offeror in Block 17 of Standard Form 33 {which s the face page of this solicitation)
canstitutes the making of the applicable representations and cadifications. Award of any contract to the
Offeror shall be considered 1o have incorporated the applicable representations and certifications by
reference in accordance with FAR 15.204-1(b), The penalty for making false siatements in offers is
prescribed in 18 UES.C. 1001,

K.1 Resarved
K.2 Annual Representations and Certifications [ODCT 2018) FAR 52.204-8

{a){1] Tha Morth American Industry classification System (MAICS) code for this scquisition is 518210,
{2) The small business slze standard s 332, 500,000,

{3) The small business size standard for & concern which submits an offer in its own name, athar than
on a construction or service contract, bul which proposes 1o fumish a product which it did not itself
manufacture, is 500 employees.

(b1 If the provision at 52.204-T, System for Award Management, i included in this solicitation,
paragraph (d) of this provision applies,

{2) If the provision at 52.204-T is not included in this solicitation, and the offeror is currently registered
in the System for Award Management {SAM), and has completed the Represaentations and Cerdifications
saction of 3AM alectronically, the offeror may choose o use paragraph (d) of this provision instead of
campleting the corresponding individual representations and certification in the solicitation. The offeror shall
indicate which option applies by checking one of the following boxes:

L1 4i) Paragraph {d}) applies.

L] {iiy Paragraph (d) does nol apply and the offeror has completed the individieal representations and
carifications in tha solicitation.

(1) The following representations or cerdifications in SAM are applicable 1o this solicitation as
indicated:

(i} 52.203-2, Certificate of Independent Price Determination. This provision applies to solicitations
when a firm-fixed-price contract ar fixed-price contract with economic price adjusimeant is contemplated,
unlgss—

{A) Tha acguisition is o be made under the simplified acquisition proceduras in Part 13;

{B) The solicitation is a request for technical proposals under two-step seaked bidding procedures; or
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(2} The solicitation is for utility services for which rates are set by law or regulation.

(i} 52.203-11, Certification and Disclosure Regarding Payments to Influence Cerain Federal
Transactions, This provision applies o soliciations expected to exceed $150,000,

{iii) 52, 203-18, Prohibition on Contracting with Entities that Require Certain Intermal Confidentiality
Agreements or Statements—Representation. This provision applies to all solicitations.

(iv} 52.204-3, Taxpayer Identification, This provision applies to saolicitations that do not include the
provision at 52.204-7, System for Award Management,

{w) 52.204-5, Women-Cawned Business (Other Than Small Business). This provision applies to
solicitations thal—

(A) Ara nat zat aside for small business concems;

(B) Exceed the simplified acquisition threshold; and

{C) Are for contracts that will be performed in tha United States or its outlying areas.

(vl} 52.208-2, Prohibition on Confracting with Inverted Domestic Corporations—Represeniation.

{wii}) 52.209-5; Cerification Regarding Responsihility Matters. This provision applies to solicitations
where the coniract value is expected 0 exceed the simplified acguisition threshaold.

{wiii) 52.208-11, Representation by Corporations Regarding Delinguent Tax Liability or a Felony
Conviction under any Federal Law. This provision applies to all solicitations.

{ix} 52.214-14, Place of Performance--Sealed Bidding, This provision applies to invitations for bids
except those in which the place of performance is specified by the Government,

{x) 52.215-8, Place of Performanca. This provision applies to solicitations unless the place of
performance ks specified by the Government,

{xi} 52.219-1, Small Business Program Representations (Basic & Alternate 1), This provision applies
to solicitations when the contract will be performed in the United States or its outlying areas.

{A) The basic provision applies when the solicitations are issued by other than Dol, NASA, and the
Coast Guard.

{B) The pravision with its Altermate | applies to solicitations issued by DoD, NASA, or the Coast
Guard.

{zii) 52.219-2, Equal Low Bids. This provision applies to solicitations when contracting by sealed
bidding and the contract will be performed in the United States o its outlying areas.
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(xiil) 52.222-22, Previous Contracts and Compliance Reports. This provision applies to solicitations
that include the clausa at 52.222-26, Equal Opportunity.

(wiv) 52.222-25, Affirmative Action Compliance. This provision applies 1o solicitalions, olher than
those for construction, when the solicitation includas the clause at 52.222-28, Equal Opportumnity.

(v 52.222-38, Compliance with Veterans' Employment Reporting Requirements. This provision
applies to solicitations when it is anticipated the contract award will exceed the simplified acquisition thresholkd
and the contract s not for acquisition of commerdial ilems.

(xvi} 52.222-57, Representation Regarding Complianca with Labor Laws (Executive Order 1367 3).
This provision applies 1o solicitations expected 1o excead 350 million which are issued from October 25, 2016
through &pril 24, 2017, and solicitations expected to exceed 5500,000, which are issued after April 24, 2017,

Note to paragraph (c){1)(xwi): By a court order Bsued on October 24, 2016, 52 222-57 is enjoined
indefinitely as of the date of the order. The enjoined paragraph will become effective immediately if the court
terminates the injunction. At that time, Do, GSA, and NASA will publish a document in the Federal Register
advizing the public of the iermination of the injunction.

(xwil) 52.223-1, Biobased Product Certification. This provision applies (o solicitations that require the
delivery or specify the use of USDA-designated items; or include the clausa at 52.223-2, Affitmative
Pracurement of Blobased Products Under Service and Construction Contracts,

{xviii) 52.223-4, Recovered Material Cerification. This provision applies to solicitations that are for, or
specily the use of, EPA- designated items,

(xix) 52.223-22, Public Disclosure of Greenhouse Gas Emissions and Reduction Goals—
Representation. This provision applies 1o solicitations that include the clause at 52 2047,

{xx) 52 225-2, Buy American Certificata. This provision applies o salicitations containing the clauss af
52.225-1.

{xxi) 52 2254, Buy American—-Free Trade Agreements—-lsraeli Trade Act Cerificate. (Basic,
Alternates I, I, and 111} This provision applies 1o solicitations containing the clause at 52.225- 3.

(&) If the acquisition value is less than 325,000, the basic provision applies.

(B} If the acguisiton value = 325,000 or more but is less than 350,000, the provision with its Alternate
| applies.

{C) e acquisition value is 550,000 or more but is less than 577,533, the provision with its Allemale
Il applies.

(D) If the acquisition value is 579,507 or more bul is less than $100,000, the provision with its
Alternate lll applies.

{xiiy 52.225-6, Trade Agreements Certificate. This provision applies 1o solicitations containing the
clause at 52 225-5
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{xxiil) 52.225-20, Prohibition on Conducting Resiricted Business Operalions in Sudan--Certification.
This provision applies o all salicitations.

(xxiv) 52.225-25, Prohibition on Contracting with Entities Engaging in Cerlain Activities or
Transactions Relating to Iran—Represantation and Cerification. This provision applies to all salicitations.

(v} 52.226-2, Historically Black College or University and Minority Institution Representation. This
provision applies o solicitations fior research, studies, supplies, or servicas of the type normally acguired from
higher educational institutions.

{2) The following representations or cerifications are applicable as indicated by the Contracting
Officer:

X i) 52.204-17, Crwnership or Confrol of Offerar,
K (i) 52.204-20, Predecessor of Offeror,
_ [ini) 52 .222-18, Cerlification Regarding Knowledge of Child Labor for Listed End Products.

_ (iw) 5222248, Exemplion from Application of the Service Contract Labor Standards o Conlracts
for Maintenancea, Calibration, or Repair of Certain Equipmeni-Certification.

vy 52.222-52 Exemplion from Application of the Service Contract Labor Standards to Contracts
for Certain Sarvicas—Certification.

vy 52.223-9, with its Allernate |, Estimate of Percentage of Recovered Material Conterd for EPA-
Designated Products (Alternate | only).

vl 52.227-6, Rovalty Information,

____|A) Basic,

__ (B) Alternate |.

—wini) 52.227-15, Representation of Limited Rights Data and Restricted Computar Software.

{d) The offeror has compleled the annual representalions and cerlifications elecironically via the SAM
Web site accessed through hitps:i'wew . aoquisition.gowv, After reviewing the SAM database information, the
offeror verifies by submission of the offer that the representations and cerlifications currently posted
alectronically that apply o this salicitation as indicated in paragraph (c) of this provision have besn entered or
updated within the last 12 months, are current, accurate, complete, and applicable to this salicitation
{including the business size standard applicable to the NAICS code referenced for this solicitation), as of tha
date of this offer and are incorporated in this offer by reference (see FAR 4.1201); except for the changes
ideniified below [offeror fo insert changes, identifying change by clause number, fifle, dafe]. Thesa amendad
representalion{s) andfor certification{s) are alse incorporated in this offer and are current, accurale, and
complete as of the date of this offer.
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FAR Clause | Title Date Change

Any changes provided by the offeror are applicable to this solicitation only, and do nol result in an
updata to the representations and certifications posted on SAM.

K.3 Prohibition On Contracting With Inverted Domestic Corporations - Representations [FAR
52.200-2) (MOW 2015)

{a) Definitfons, “Inverted domestic corporation” and “subsidiary” have the meaning given in the clause of this
contract entitled Prohibition on Contracting with Invarted Domestic Corporations {52.208-10).

(b)) Government agencies are nol permitted 1o use appropriated (or othersise made available) funds for
contracis with eithaer an inverted domestic corporation, or 8 subsidiary of an inveried domestic corporation,
unless the exceplion at 9.108-2{b) applies or the requirement is waived in accordance with the procedures at
9.108-4,

(c) Representation, The offeror represents that—
{1118 ]is. [ ] is nat an inverted domestic corporation; and

(2] ]is, []1s not a subsidiary of an inverted domestic corporation,

K.4 Certification Regarding Responsibility Matters [FAR 52.209-5) [OCT 2015)

{a)(1) The Offeror certifies, to the best of s knowledge and belief, that --
{i} The Offerar andior any of its Principals —

(A Are [_] are nat [_] presently debarred, suspendad, proposad for debarment, or
declared insligible for the award of contracts by any Federal agency;

{B) Hawve [_] have not [_], within a three-yvear period preceding this offer, been
canvicted of or had a civil judgment rendered against them for: commission of fraud
or a criminal offense in conmection with oblaining, attempling o oblain, or performing
a pubdic (Federal, State, or local) contract or subcontract; viclation of Faderal or State
antitrust statutes redaling 1o e submission of offers; or commission of
aembezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, tax evasion, violating Federal criminal tax laws, or receiving stolen
propery (if offeror checks *have”, the offeror shall alse see 52.209-7, if included in
this solicitation); and

{C)y Are [ ] are not [_] presaently indicted for, or athaerwise criminally ar civilly charged
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by a govermnmental entity with, commission of any of the offenses enumerated in
paragraph (2)(1)(i)B) of this provision; and

(D) Have [_], have not [_], within a three-year period preceding this offer, been
notified of any delinquent Federal taxes in an amount that exceeds 53,500 for which
the lability remains unsatisfied.

(1) Federal tax=s are considered delinquent if both of the following critana
apply:

(il The tax Wabiity is fnally defermined. The liability is finally
determined if it has been assessed. A lability is not finally
determined if there is a pending administrative or judicial challenge,
I e case of a judicial challenge 1o the Rability, the liability & not
finally determined until all judicial appeal righis have been
exfaustad,

(i} The faxpayer is delinguent in making paymeani. A taxpayer is
delinguent if the taxpayver has failed 10 pay the tax Kability when full
payment was due and required, A faxpayer is not delinquent in
cases where enforced collection action is preciuded,

{2) Examples.

(il The taxpayer has received a statutory notice of deficiency, under
ILR.C. §6212, which entitltes the tazpayer to seek Tax Court review of
a proposed lax deficlency. This is not a delinguent tax because it is
net & final tax liability, Should the taxpaver seek Tax Court review,
this will not be a final ax lability until the laxpayer has exercised all
judicial app=al rights.

() The IRS has filed a notice of Federal tax lien with respect to an
assessed tax liability, and the laxpayer has been issued a nofice
under |LR.C. 6320 entitling the taxpayer to request a hearing with
the IRS Office of Appeals contesting the lien filing, and to further
appeal 1o the Tax Court if the IRS determines to sustain the hen
filing. In the course of the hearing, the taxpayer is entitled to contest
the underlying tax kability because the taxpayer has had no prios
opportunity to contest the liability, This is not & delinquent tax
because it is not a final tax lability. Should the taxpayer seak fax
court reviaw, this will not be a final tax liability until the taxpayer has
exercised all judicial appeal nghts,

(i) The taxpayer has entered into an installment agreement pursuani
o LR.C. 6159, The taxpayer is makng timely payments and is in
full compliance with the agreement terms. The tazpayer is not
delingquent because the taxpayer is nal currently required to make full
payment.
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() The taxpayer has filed for bankruptey protection. The taxpayer is
not delinguant becauss enforced collection action is stayed under 11
U.S.C. 362 (the Bankruploy Code).

(i} The Offeror has [[_] has not [_], within a three-year period preceding this offer, had one or
more confracts terminated for default by any Federal agency.

{2} "Principal,” for the purposes of this cerification, means an officer; director; owner; partner; or a
person having primary management or supervisory responsibllities within a business enlity (e.4g.,
general manager; plant manager; head of a division or business sagment; and similar positions).

This Certification Concerns a Matter Within the Jurisdiction of an Agency of the
United States and the Making of a False, Ficlitious, or Fraudulent Cerdification May
Render the Maker Subject 1o Prosecution Under Section 1001, Tille 18, United States
Code.

(b) The Offercr shall provide immediate written notice o the Gontracting Officer if, at any tme pricr o contract
award, the Offeror learns that ifs cerification was ermoneous when submitted or has become erroneous by
reason of changed circumstances.

{c} A cerlification that any of the items in paragraph {a) of this provision exists will not necaessarily result in
withholding of an award under this solicitation. Howewver, the certification will be considered in connection
with a determination of the Offercr's responsibility. Failure of the Offeror to furnish a cedification or provide
such additional information as requested by the Contracting Oficer may render the Offeror nonresponsible.

{d) Mothing contained in the foregoing shall b2 construed to require establishmant of & system of records in
arder o render, in good faith, the certification required by paragraph (a) of this provision. The knowledge and
information of an Cfferor is not required to exceed that which is normally possessed by a prudent person in
the ordinary course of business dealings.

{e) The cerification in paragraph (a) of this provision is a material representafion of fact upon which reliance
was placed when making award. If it is later determined that the Offerar knowingly rendered an erronecus
cerlification, in addition to other remedies available to the Government, the Confracting Officer may terminate
the contract resulting from this solicitation for defaull

K.5 Information Regarding Responsibility Matters (FAR 52.208-T) (Oct 2018)

(a) Definitfons. As used in this provision—

“Administirative proceaeding” means a8 non-judicial process that is adjudicatory in nature in order to make a
determination of fault or Hability (e.g., Securities and Exchange Commission Administrative Proceedings,
Civilian Board of Contract Appeals Procesdings, and Armed Services Board of Coniract Appeals
Proceadings). This includes administrative proceading at the Federal and State keval but only in connecion
with performance of a Federal contract or grant. | does not include agency actions such as contract audits,
gite visits, corrective plans, or inspection of deliverables

“Federal contracis and granis with total value greatar than $10,000,000° means—
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(1) The total value of all current, active confracts and grants, including all priced options; and

{2 The total value of all current, active orders including all priced options under indefinite-delivery,
indefinite-quantity, 8(a), or requirements conlracls (including task and delivery and multipbe-award
Schedules).

“Principal” means an officer, director, owner, partner, of a person having primary management or Supenisory
responsibilities within a businass entity {&.g., general manager; plant manager; head of a division or business
segment; and similar positions).

{b) The afferar [_] has [ ] does not have cument active Fedearal contracts and grants with tatal value greater
than $10,000,000.

(c) If the offeror checked “has” im paragraph (b) of this provision, the offeror represents, by submission of this
offer, that the information it kas entered in the Federal Awardes Performance and Integrity Information
System (FAPIS) is current, accurate, and complete as of the date of submission of this offer with regard to
the following information:

{1} Whether the offeror, andfor any of its principals, has or has nof, within the last five years, in
canneckon with the award to or performance by the offeror of a Federal confract or grant, been the
subject of & proceading, at the Fedaral or Stata leveal that resulted in any of the following dispositions:

(I} In & eriminal proceeding, a conviction.

{ii} In & civil procesding, & finding of fault and liability that results in the payment of a
monetary fine, penalty, reimbursement, restitution, or damages of 55,000 or more.

{iii} Im an administrative proceeding, a finding of fault and liability that results in—
(&) The payment of a monetary fing or penalty of 35,000 or more; or
{B) Tha payment of a reimbursemeant, resfifution, or damages in excess of $100,000.
{iv) In & criminal, civil, or administrative proceeding, a disposition of the matter by consent or
compromise with an acknowledgment of fauli by the Coniractor if the proceeding could have
hed 1o any of the oulcomes specified in paragraphs (eR1)00), ()(1)H), or ()i 1)) of this
provision,
(2) I the offeror has been invobved in the last five vears in any of the occurrences listed in (c)1) of
this provision, whether the offeror has provided the requested information with regard to each
OCCLMEnCe,
{d} The afferar shall post the information in paragraphs () 1)(i) through (2)i 1)) of this provision in FAPIS as
requined throwgh maintaining an active registration in the System for Awand Managemenl database via
https-/fenanw sam.goy_ (see 52.204-T).

K.6 Representation by Corporations Regarding Delinguent Tax Liability or a Felony

Conviction under any Federal Law (FAR 52.209-11) (FEE 2016
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(a) As required by seclions 744 and 745 of Division E of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L 113-235), and similar provigions, if contained in subseguent approgriations
acts, the Govemnment will not enter into a contract with any corporation that--

{1) Has any unpaid Federal tax liability that has been assessed, for which all judicial and
administrative remedies have been exhausted or have lapsed, and that is nol being paid inoa timely
manner pursuant to an agreement with the authority responsible for collecting the tax lability, whera
the awarding agency is aware of the unpaid tax lability, unless an agency has considered suspension
ar debarment of the corporation and made a determination that suspension or debarment s not
necessary 1o protect the Interests of the Government; or

{21 Was convicted of a felony criminal violation under any Federal law within the preceding 24
months, where the awarding agency is aware of the conviction, unless an agency has considersd
suspension or debarmeant of the corporation and made a determination that this action is not
necessary o protect the interests of the Government.

(b} The Offeror reprasents that—

{10 ILis []is not [ ] a corporation that has any unpaid Federal fax liability thal has been assessed, for
which all judicial and administrative remedies have been exhausted or have lapsed, and that is not
being paid in a Umely manner pursuant 1o an agreement with the authority responsible for collecting
the tax lability; and

(20 ILis []is not [ ] a corporation that was convicled of a felony criminal violation under a Federal law
within the preceding 24 manths,

K.T  Certification Regarding Tax Matters (FAR 52.209-12) (FEB 2016)

{8) This provision implemanis section 523 of Division B of the Consclidated and Further Continuing
Apprapriations Act, 2015 (Pub. L. 113-235), and similar provisions, if comtained in subsequent appropriations
acts.

(b If the Offeror is proposing a total contract price that will exceed 35,000,000 (incleding oplion), the Offeror
shall certify that, 1o the best of its knowledge and belisf, #—

(1) Hasz [ ] filed all Federal tax returns required during the three years preceding the certification;
{2) Has naot [ ] been convicted of a criminal offense under the Internal Revenuwe Code of 1986; and

(3) Has not [ ], more than 90 days prior to certification, been notified of any unpaid Federal tax
assessment for which the liability remains unsatisfied, unless the asssssmeant is the subject of an
instaliment agraemeant or affer in compromise thal has been approved by the Internal Revenue
Service and is not in defaull, or the assessment is the subject of a non-frivolous administrative or

judicial proceeding
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SECTION L - INSTRUCTIONS, CONDITIONS, AND NOTICES
TO OFFERORS

L.1 Instructions to Offerors Compatitive Acquisition (JAN 2017) FAR 52.215-1

a) Definitions, As used in this provision—

“Discussions” are negoliations that occur afier establishmant of the compsatitive range thal may, at the
Contracting Officer's digcretion, result in the offeror being allowed o revisa its proposail,

“In writing,” “writing,” of “wrillen” means any worded or numbered expression that can be read, reproduced,
and later communicated, and includes elactronically fransmitted and stored information.

“Proposal modification” iz a change made 1o a proposal before the solicitation's closing date and time, or
made in responsa to an amendment, or made o correct a mistaka at any time before award.

"Proposal revision” is a change o & proposal made affer the solicitation closing date, at the request of or as
allowed by a Contracting Officer as the resull of negotialions.

“Time,” if stated as & number of days, is calculated using calendar days, unlass otherwise specified, and
will include Saturdays, Sundays, and legal holidays, However, if the last day falls on a Saturday, Sunday, or
lagal holiday, then the period shall includa the next working day.

(b} Amendmenis to saficitations. If this solicitation is amended, all terms and conditions that are not
amended remain unchanged. Offerors shall acknowledge receipt of any amendment o this solicitation by the
date and time specified in the amendmeant(s),

() Bubmission, modification, revision, and withdrawal of proposals.

{1) Unless other methods {e.q.. elecironic commerce or facsimile) are permitted in the solicitation,
propasals and maodifications to proposals shall be submitted in paper media in sealed envelopes or packages
(i} addressad to the office specified in the salicitation, and (i} showing the lime and dale specified for receipl,
the solicitation number, and the name and address of the offerar, Offerors using commercial camiers should
ensure that the proposal is marked on the outermost wrapper with the information in paragraphs (c)( 1)) and
{c){1Kii} of this pravision.

{21 The first page of the proposal must show—

(i)} The solicitation number;

{ii} The name, address, and telephone and facsimile mumbers of the offeror (and electronic address if
available);

(i) A statement specifying the estent of agreement with all tarms, conditions, and provisions included
in the salicitation and agreement o furnish any or all fems upon which prices are offered at the price set
opposite each ilam;

{iw) Mames, tifles, and telephone and facsimile numbers (and electronic addressas if availabla) of
persons authorzed o negotiale on the offercr's behall with the Government in connection with this
solicitation; and

{v] Name, title, and signature of person authorized 1o sign the proposal. Proposals signed by an agent
zhall be accompanied by evidence of that agent's authorily, unless thal evidence has been previoushy
furnished io the issuing office.
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{3) Submission, modification, revision, amd withdrawal of proposals.,

(i} Offarars are responsible for submitting proposals, and any madifications or revisions, so as to
reach the Govemment office designated in the solicitation by the time specified in the solicitation, If no time is
specified in the solicitation, tha time for receipd is 4:30 p.m., local time, for the designated Government office
an the date that proposal or revision is due.

{ii(A) Any proposal, modification, or revision recelved at the Government office designated in the
solicitation afier the axact tima spacified for recaipt of offers is "late” and will not be considered unlass it is
received before award is made, the Contracting Officer determines that accepting the late offer waould not
urduly delay the acquisition; and—

{1} If it was transmitted through an elecironic commerce method authorized by the solicitation, it
was received al the initial point of entry 1o the Government mfrastructure nod [ater than 500 p.m. one working
day prior to the date specified for receipt of proposals; or

{2) There is acceptable evidence o establish that it was received at the Government installation
designated for recaipl of offers and was under the Governmanl’s contral prior bo the ime sat Tor receipt of
affers, or

{3) I is the only proposal received,
{B) Howeaver, a late modification of an otherwise successful proposal that makes its tarms more
favorable to the Government, will be considered at any time it is received and may be accepted,

{iii) Accapiable evidence 1o esiablish the ime of recaipt at the Govemment installation includes the
timeddate stamp of that installation on the proposal wrapper, other documentary evidence of receipt
maintained by the installation, o oral testimony or statements of Governmeant parsannel,

{iv} f an amargency ar unanficipated avent interrupts normal Government processas so that
proposals cannot be received at the office designated for receipt of proposals by the exact time specified in
the solicitation, and urgent Government requiremants preciude amendment of the solicitation, the time
specified for receipt of proposals will be deemed to be extended to the same time of day specified in the
solicitation on the first work day on which normal Govermnment processes resume.

{v] Proposals may be withdrawn by written notice recaived at any tima before award. COral proposals
in response to oral solicitations may be withdrawn orally. If the solicitation authorizes facsimile proposals,
propasals may be wilhdraswn via facsimile raceived al any ime before award, subject to the conditions
specified in the provision at 50 250 Facsimile Proposals, Proposals may be withdrawn in person by an
offeror or an authorized representative, if the identity of the person reguesting withdrawal is established and
the parson signs a receipt for tha proposal bafore award.

(4} Unless otherwise specified in the solicitation, the offeror may propose to provide any item or
combination of Hems.

(&) Offerors shall submit proposals in response to this solicitation in English, unkess otherwise permitied
by the solicitation, and in .S, dollars, unless the provision at FAR 52 225017, Evaluation of Foreign Currency
Offers, is included in the salicitation.

(6) Offerors may submit modifications fo their proposals at any time before the solicitation clesing date
and limea, and may submit modifications in response (o an amandrment, or 1o correct a mistake at any time
before award,
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{71 Offerors may submit revised proposals only if reguested or allowed by the Contracting Officer.
{8) Proposals may be withdrawn at any time before award. Withdrawals are effactive upon receipt of
netice by the Confracting Officer,

(d) Offer expiration date. Proposals in response 1o this solicitation will ba valid for the number of days
specified on the solicitation cover sheet (unless a different pericd is propesad by the offerar),

(&) Restriction on disclosure and wse of data. Offercrs that inclisde in their proposals data that they da not
want disclosed to the public for any purposs, or used by the Government axcept for evaluation purposes,
shall—

{1) Mark the title page with the fallowing lagand:

This proposal includes data that shall not be disclosed cutside the Government and shall not be
duplicated, used, or disclosed—in whale or in part—=for any purpose other than o evaluate this proposal,
If, howewar, 8 confract is awarded to this offeror as a result of—or in connection with—the submission of
this data, the Government shall have the right to duplicate, use, or disclese the data to the extent
providad in tha resulling confract. This rastriclion doas not imil the Governments right to use
information contained in this data if it is obtained from another source withouwt resiriction, The data
subject to this restnction are contained In sheets [insert numbers or other identification of sheets]; and

{2} Mark sach shaet of data it wishes o restrict with the fallowing lagand:

Uise or disclosure of data contained on this sheet i5 subject to the restriction on the title page of this
proposal.

{fi Contract award,

(1) The Government intends (o award a contracl or contracts resulting from this solicitation 1o the
responsible offeror(s) whose proposal(s) represants the best value after evaluation in accordance with the
factors and subfactors in the solicitatian,

{2) The Govarnmanl may reject any or all propasals if such action is in the Govemmeant's inbarast.

{3) The Government may waive informalities and minor iregularifies in proposals received.

{4) The Government intends 1o evaluate proposals and award a contract without discussions with
afferars (axcept clarifications as descrbed in FAR °5 205(a)). Therefore, the offeror’s initial proposal should
contain the offeror's best terms from & cost or price and technical standpaint, The Government reserves the
right to conduct discussions if the Contracting Officer later determines tham o ba necassary. If the
Contracting Officer determines that the number of propesals that would otherwise be in the competitive range
exceads the number at which an efficient competiion can be conducied, the Contractng Officer may imit the
numbear of proposaks in the competitive range o the greatest number that will parmit an afficient competition
amang the mest highly rated proposals,

{5) The Governmant reserves tha righl to make an award on any item for a quantity less than the
quantity offered, at the unit cost or prices offered, unless the offeror specifies otherwise in the proposal.

(6) The Government reserves the nght to make multiple awards if, after considering the additional
administrative costs, it is in tha Government's bast inferest to do so.
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{71 Exchanges with offerors after receipt of a proposal do not constitute a rejection or counteroffer by the
Governmeant.

{8) The Government may determine that a proposal is unacceptable if the prices proposed are materially
unbalanced between line itams or subline items. Unbalanced pricing exists whan, despite an acceptable total
evaluated price, the price of one or more line items is significantly overstated or understated as indicated by
the application of cost or price analysis techniques. A proposzal may be rejected if the Contracting Officer
determinas that tha lack of balance posas an unaccaptabla risk to the Govammeant.

{9} If a cost realism analysis is performed, cost realism may be considered by the source selection
authority in evaluating performance or schedube risk.

{10} A written award or acceptance of proposal mailed or otherwise furnished to the successful offeror
within the time specified in the proposal shall result i a binding contract without further action by either parly.

{11) if a post-award dabriefing is given fo requeasting offerors, the Govermment shall disclose tha
following information, if applicable:

(i} The agency's evaluation of the significant weak or deficient factors in the debriefed offeror's offer.

(i} The overall evaluated cost or price and technical rating of the successful and the debriefed offeror
and past performance information on the debriefed offeror,

(i) The averall ranking of all affarars, whan any ranking was developad by the agency during sourcs
selection,

{iv} & surmmary of the rationale for award.

{v] For acquisitions of commercial items, the make and model of the item to be deliverad by the
successiul offeror.

{vi} Reasonable rasponses to relevant questions posad by the debrisfed offeror as to whathar source-
selection procedures set forth in the solicitation, applicable regulations, and other applicable autharities were
fallowed by tha agency.

L.2 Motices and Provisions

L.2.1 Type of Contract (APR 1984) FAR 52.216-1

The Government contemplates award of one (1) or more fixed wunit price, indefinite delivery, indefinite quantity
{101 task order type contracts resulling from this solicitation.

L3 Inguirias Concerning the RFP

{a) Any guestions concerning the BFP must be inputted inlo Altachment 4 and submitled via
amail to Andrew S Martin@@usdoj.oov. The Date and Time specified for the Receipt of
Attachment 4 = RFP Comments & Questions: November 16, 2018 @ 12:00 PM EST.
Government responses o quastions will be provided via an amendment 1o the RFF on the FBO web
sibe, giving due regard to the proper prodection of propriatary information.

(b) The Department will only respond to guestions received aller the above date if a response s
warranted or is in the best interest of DO,
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L.4 Solicitation Amendments

{a) Any Amendmenis or other informational material issued by the Deparimant prior to the due date
specified for proposals will only be made avallable on the FBO website at wew fbo gov,

(b) Amendments (if any) issued by the Department after receipt of proposals will be issued only o
those Offerors making prime proposals and will normally be sent via email.

L.5. Format and Instructions for Proposals

{a) Proposals submitted in response o this solicitation shall be formatted in accordance with the
instructions provided in this section. Offerors shall furnish proposals in separately bound volumes in the
quanlities specified below. Each valume shall be complete in isall in order that evaluation of ona volurme
may be accomplished independently of, and concurrently with, evaluation of the others, Separate elecironic
files shall be provided for each proposal. Microsolt Word, PDF, and Excel formals are required. The pricing
spreadshest must be submitted in Excel the same as it was distributed. The Government will nat accept
facsimile submissions of offers for this procurement.

(b)) If discussions are held and the offeror submits a proposal revision(s) as a resull of discussions,
the offeror MUST submit with its final proposal revision an updated electronic version of its proposal that
includes all changes, revisions and modifications made 1o the propoasal during the course of the acquisition.

(¢} Each page within each volume and section shall be numbered using a consistent numbering
scheme, This scheme shall also be used for all supporting documentation such as charts, figures, eic
included in each volume.

{d) Reserved

(e} To be considered compliant and eligible for award, the proposal shall, at a minimum, include the
information identified in Sections L.5.1, L.5.2, L.5.3, and L.5.4 below. There are no specific page limitations
for Wolume |, excapd that Offerors are cautioned to use common sense and make sure thair proposals ara not
averly elaborate, Proposals to meet only & portion of the full requirements, or propesals that price less than
the full complemant of line lams, are not acceplable and will b2 rejected by the Department as non-
rESponsive,

{f] ¥our Business/Price proposal and Technical proposal should be prepared simply and
aconomically providing a straightforward and concise delineation of capabilities 1o perform salisfactorily the
cantract work being sought. Your proposal should therefore be practical, legible, clear and coharant, In
order that evaluation may be accomplished strictly on the merit of materal submitted, no dollar costs are 10
be included in r nical I,

{g) Prospective offarors are cautionad against discussing the preparation of their proposal or
technical questions with Government technical personnel. The circumstances of such a contact, when
varified, may result im non-consideration of tha offerors proposal. Discussions with Government technical
personnel conceming the specifications, the documents incorporated by reference, cost and pricing, or any
ather technical matters ara strictly forbidden. Accordingly, all communications prior to award shall ba

directed to the Contracting Officer whose name and phone number appear in Block 10 of the Cover Page,
Standard Form 33.

L.51 Owerview of the Subsections within the Praposal (Volumes [, Il and 1)
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L.5.1.1 Volume | = BusinessiManagement Proposal

Volume | Proposal Subsections
Proposal Volume/Subsection Sect. L Ref.
Cover Letter and Principal Information L5241
Subsection 1, Terms and Conditions L322
Subsection 2, Subcontracting L5523
Subsection 3, Reserved L524
Subsaction 4, Small Business Subcontracting Plan (Larga L5.2.5
business Offerors only)
Subsection 5, Past Performance References L5286
Subsection &, Reserved L52.7
sSubsection 7, Reference Malerials (electronically anly) L5328
Subsection 8, Section 508 Compliance Chacklist L5259
L.5.1.2 Volume Il - Pricing Proposal
Volume Il Proposal Subsections
Proposal Volume/Subsection Sect. L Ref.
Subsection 1, Pricing Tables L5.3.1

L.5.1.3 Volume lil - Technical Proposal

tay Al Volome Il subseclions shall be arranged as lollows:
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Volume Il Proposal Subsections
Proposal Volume/Subsection Sect. L Ref,
Execulive Summary | L.5.4.1
Subsaction 1, Databases | L.5.4.2
Subsaction 2, System Capabilifies - L.5.4.3
Subsection 3, Plans L544
Subsection 4, Transactional Offerings {Cpticnal) L.54.5

(b))  Offerors may cite Reference Materal incleding bound catalogs, glossy litlerature, and olher
cammercial handauwts (in electronic format) in its Volume Il — Technical Proposal in lieu of typing voluminous
information (lists of files, atc.). All Reference Material should be included in Volume | = Business/Managesent
Proposal in accordance with Subsection L.5.2.8.

L.5.2 Volume | - Business/Management Proposal

This volume of tha proposal shall address the terms and conditions of the solicitation document in the format
described in L.5.2.1 through L.5.2.8,

L.5.2.1 Cover Lelter and Principal Information

A cover letter is required as an infroduction o the propesal. Pricing or techaical information included in the
cover letler will nod ba considerad by the Government in evaluation of your businass/price propasal ar
technical proposal. The cover letter should also list pertinent details about your firm: Tax ID number, CAGE
Code, DUNS number, EFT information, etc. Tha cover letbar shall explicifly state whether the Offeros
qualifies as a small business concern under this procurement. The cover letier shall summarize the roles of
the prime Cffaror and thea identity and rales of any subcontractons.

L.5.2.2 Subsection 1 - Terms and Conditions

Include Sechons A, B, C, D E, F, G, H, |, and K of the salicitation document, including any amendmants
which may be issued, as released o the Offeror as follows:

(a) Section A - Cover Sheet: Blocks 13, 14, 15, 16, and 18 of page 1 of the solicitation (Standard
Form 33) will be completsd by the Offaraor and black 17 shall ba signed to show that the Offeror has read and
agrees to comply with all the conditions and instructions provided in the solicitation document,

(b) Seclions B.C. D E. F, G H, land K: By incorporating the terms and conditicns set forth in
Sections B, C, D, E, F, G, H, | and K of the salicitation documeant into the propasal, the Cffarar is agraeing 1o
comply with these terms and conditions. In lieu of providing actual coples of these pages, the Offeror shall
provida the fallowing writtan carlification (sigred and dated) of acknowladgmant and complianca with theses
reUINements.

[Mame of Offeror] hereby incorporates by reference into this proposal
dated [Data of Offar] Sactions B, C, O, E, F. G, H, and | of Salicitation Ma.
15JPSE19R0000001 3 current as of [Date of Offer] and cerifies that in 30
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doing the Offeror agrees o comply, in any contract issued as a result of this Solicitation, with
all of the provizions of these Sections.

[Signature]

MName and Tithe]

[Date Signed)

Any proposal received without the above Cerification (or actual copies of the solicitation pages) may
be considered non-compliant if no "Exceplions and/or Allernate Terms and Conditions.” (see below) ang
submitted,

(c) Section G.2: Complete or provide the fill-in information required of Section G.2,

{d) Section K: The offeror shall check or complete all applicabls boxes or blocks in the paragraphs
under Section K of the soliciation document and resubmit the full section as part of the proposal. Inlieu of
submiiting the full text of those provisions, the offeror may identify the provision by paragraph idenfifier and
provide the appropriate information with its offer,

(&) Exceptions and/or Alternate Terms and Conditions:

1. The completion and submission of the certification listed above in (b)) will indicate the
Offerors unconditional assent to the terms and conditions in the solicitation and in any attachmeanis
herslo,

2. If an Offeror takes exception to any of the terms and conditions of the salicitation the
Offeror must clearly state in Volume | of their proposal any exceplions taken. Omission of such a
statement will be construed as the Offeror's acceptance of all solicitation terms and conditions, If an
Offeror 1akes exception o any of the tlerms and conditions of the solicitation they must do the
following; (i) provide a statement within the designated subsection of Volume | that states the Offeror
does lake exceplion bo the terms and conditions of the solicitation; (i) identily the term or condition of
the solicitation for which they take exception to; (i) state the reasoni(s) for the exception; (iv) an
explanation of any benefits 1o the Govermnmenl; and (v) provide any other information concerning the
exception{s). Allogether, exceplions must contain sufficient amplification and justification to permit
evaluation.

3. The Offeror is cautioned that their proposal may be determined unaccaptable if the offeror
lakes exception ta any term or condition.

L.5.2.3 Subsection 2 - Subcontracting

In this subsecton, the Offeror shall describe itself and any proposed subcontractors, the respective roles of
each crganization, and the services thal will be provided by each company. It should be noted that an
Offeror's decision regarding how much of the work o propose through the use of its cwn employess is solely
at the discretion of the offering prime large or small business. In this section the Offeror must entify any first-
tigr subcontracts and include its small business subcontracting plan as follows:
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(a) Firsl-Tier Subcontraciors. “First-ter” subcontraciors are defined as those subcontractors that will
perform 510 million ar mare of the waork over the life of the contract, including the six aption pericds. An
award in the amount of 310 milkon or more will not be made under this solicitation unless the Offeror and
aach of its known first-tier subcontractors (fo whom i intends to award a subcontract of S10 million or maore)
are faund, on the basis of compliance review, 1o ba able 1o comply wilh the applicable Deparimant of Labos
(DOL) Office of Federal Contract Compliance Programs, io be abke to comply with the provisions of the Equal
Dpportunity Clause of this solicitation. The Offeror shall identfy the name, address, and dollar amount of @ach
subcontract valued at more than $10 million. The $10 million threshald is a cumulative amaount over the life of
the contract {including eptions).

(b Subcontracting Plan, Large business prime Offerors are subject to the requirements of Executive
Order 11248 (compliance with agual opportunity reguirements). Additionally, the Small Business Act (15
U.S.C637d)) (l.e. a subcontracting plan} applies to this RFP and a Small Business Subcontracting Plan
mest ba submitied with the large business prime Offerars proposal. Ses L_5.2.6 for more information.

L.5.2.4 Reservid

L.5.2.5 Subsection 4 - Small Business Subcontracting Plan

The Offeror, il a large busness concern (i.e. any prime that doas not qualify as a *small business® as defined
in this RFP}, shall prapare and submit its small business subcontracting plan in accordance with Saction H.20
and Atlachment 2 outline contained in this RFP.

L.5.2.6 Subsection 5 - Past Performance References

{a) Pasl performance is a measure of the degree o which an Offeror, as an crganization: (1)
satisfied its customers, and (2] parformead under task order type contracts of similar scope providing relevant
experience. The Offeror shall provide the following past performance information:

(1) Pasl Performance References. The prime Offeror must provide a minimum of
four (4} past performance references for its prime business unit(s) proposad o
manage the CALR-5 program. The past performance referances must be for
commercial and'or federal'state govermment contracts for computer assisted
legal research services of the size, scope, and complexity comparable (o thal
envisioned for CALR-5. References must be for wiork the proposed business
unit{s} has performed as a prime contractor, a keam member, or a subcontracior,
which are in progress or were completed within the past three (3) years. The
references must be able to provide information regarding the Offeror in the
following areas: (1) Quality of Product or Service; (2) Schedule; (3) Cost Contral;
{4) Buginess Relalionships, and (5) Key Personnel. The follewing information is
required for each past performance reference;

a. Cusfomer name and address,

b.  Point of Contact (POC) information. {the name, ttle, ielephone number, fax number,
amail address) for confractual andfor administrative matiers (e.q., the Contracting Cfficer)
and technical performance (e.g., the COR or Program Manager). The burden is on the
Offeror o make sure this data is accurate, current, and complete at the time of proposal
submission. Failure to provide accurate, current, and complete POG information may
hinder or nullify the full and complete evaluation of an Offeror's proposal and may result
in the non-gelection of the proposal.

¢, Contract or Project number,
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Estimated total dollar value of the contract or project
Period of contract ar project performance.
Descriplion of sernvices provided.

Mumber of CALR users supporied,

A shorl description of the most challenging aspect of the conlract and any significant

oo ~0 o

problams with the contract

L.5.2.7T Reserved

L.5.2.8 Subsection 7 - Reference Materials

R h -

In this subsecton, tha Ofaror shall provide any bound catalogs, glossy literatura, or other commercial
handouts referenced as exhibits in its Volume Nl - Technical Propesal, these may only be submitied

alectronically and ara not fo be includad in the printed proposals (only referenced).

L.5.2.9 Subsection 8 - Section 508 Compliance Checklist

I this subsection, the Offeror shall provide a compleled Allachment 5 - Section 508 Compliance Checklist,

L.5.3 Volume Il - Price Proposal

This volume of the proposal shall include the Offeror's price proposal in the format deserbed inL.5.1.2 and
contain all Section B prices pertinent to the offered pricing allamatives.

L.5.3.1 Subsection 1- Pricing Tables

{a) This section of the proposal shall include a completed Section B which contains pricing.

The Oplions, swhich are datailed in Sechon B.1, are summarizad as folkows:

Pricing Table
CLIN Table Description
Qo1 B-1a Unlimitad Usage Prices including Full Dockats — DOJ-wide
rexcept FBI)
a2 B-2a Unlimited Usage Prices excluding Dockets = DOJ-wide
(except FBI)
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L.5.4 Volume lll - Technical Proposal

Thiz valume of tha proposal shall addrass the technical requirements of the salicitation document. If an
Offeror opts to reference existing documents, malerials andfor brochures in response to requiremenis
addrassed within this valuma, the Offaraor must clearly referanca the catalog nama and/or number, tha page
numbser, the paragraph number andfor title, and where in Volume |, Subsection 7 the supporting
documeantation can be found.

L.5.4.1 Executive Summary

The executive summary shall summarize the Gfferors technical offer including databases, system
capabilifies, and plans. If mulliple proposals are submittad, tha Offeror must explain the core offerings of the
alternate proposal{s) and describe its comparative benefils in each altermnate proposal(s),

L.5.4.2 Subsection 1 - Databases

This subsection shall consist of Parts A, B and C as fallows:
FART A - Mandatory Databases

(1) Provide a detailed description and'or specific references for each Section ©.5.1 mandatory database o
demonsirate compliance with each reguirement. [dentify any databass information thal exceads the minimuom
RFF reguirements,

{2) Describe the documentation that will be provided to the user under Section G.6.1

{3) Describe and quantify any risks that databases offered under this section might not be available for all
aplion yaars of this confract.

{4) The confractor may propase to host the Department’s private file material on a servar bahind the
Department's firewall and integrate the material with appropriate Contractor-hosted searches (“work product
knowledge managameant solution™) rather than hosting tha Departmeant's privata file material af the
Contractor's site, Any such offer that replaces the private file access (after transition) should be noted
accordingly in the ralevant proposal and the corresponding pricing should raflect the proposad hosting
arrangement (i.e,, ongeing vendor software and licensing charges, efc.)

FART B - Nenmandatory Databases
{1} Provide a detailed description andlor specific references for each additional database being offered,

Pravide all informalion an all databasas, bolh thesa included in a flat rate and thesa nol includad in any flat
rate {See Section B.1). The Government is particulary interested in access o the following databases:

Database Range of Information

Briafs from the US Supreme Court, Court of Appaals, and as available
state courls, and related motions, pleadings, appendices,
transcripts and'or audio of oral arguments
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Opinions af the District of Columbia Court of Appeals 1883-prasant
Veteran's Affairs General Counsel Dpinions 1960-present
Board of Alien Labor Certification Appeals Decisions 1987 -present
Board of Immigration Appeals' Administrative Daecisions 194 0-1983
Office of the Chief Administrative Hearing Officer Decisions 1988-present
Americans with Disabilities Act - Technical Materials as available
Fadaral Fair Housing Administrative Dacisions as available-prasent
Internal Revenue Manual Current version
Tax International Acts 1955-prasent
Treasury Decisions 1980-prasant
U.5. Treaties and Other International Agreements 1950-present
Unraported Comptraller Ganeral Decisions 1255-1981
Congressional Record, Congressional Globe 18:34-1985
Code of Federal Regulations 1038-1984

U.5. Statutes &t Large 1788-present
Federal Admimnsirative Agency Law (nol praviously spacified), as avallable up 1o present

a.q., reports and decisions of;
Federal Trade Commission;
Sacurity and Exchange Commission;
Federal Labor Relations Authorily;
Federal Communications Commizsion;
Mational Labor Relations Board;
Equal Employment Opportunity Commission, efc.

Fadaral Register 1836-1980
Compiled Legiskative Histories as avallable up to present
United States Tasx Treaties Through present
Treatises a5 avallable
Medical material as available
Expert Witness material as available
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(2} Indicate whether there are any restrictions on user access to each offered database
(3) Describe the documentation that will be provided to the user under Section C.6.1.

{4) Describe and quantify any risks that databases offered under this section might nat be available for all
aption years of this confract.

PART C - Database Maintenance

Describe how offen your system is updatad with the most currant information available under the proposed
databases and the quality conirgl procedures used o ensure accuracy of the information,

L.5.4.3 Subsection 2 - System Capabilities

This subsection shall consist of Parts A, B, and C as follows:
FPART A - System Description

Pravide the information requested below:

(1) General description of the system (equipment, software, and communications) used to provide CALR,
Oifferors must show credible evidence, based on recent (within the past 12 months) capacity planning and
resource ulilization studies, that the propesed system has the capacity to meet DOJ's present and future on-
line legal research requirements as described in Section C.3. Offerors must describe whal effect, if any, the
imposition of the usage specified in Section C.3 will have on response limes and accessibility (e.g., blocked
connectons) of tha proposad system, and how dagradations in rasponsa timas and system accassibility will
be eliminated.

{2) Describe the impact an your system (e.9., system changes, adjustmants, efc.) if all potential DOJ usars
(sea Seclion C.3) utilize the system upon contract award.

{3) Dascrbe anhancemeants planned (o tha system over the next 24 months.

{4) Explain any System Downlime expeanencad over the last 2 years.

(3 Provide a sample system usage report that complies with Section C.7.3.3. If offering any "special
reports,” such as detail usage report by individual user, provide a sample of each.

(&) Describe the features and capahiliies of the web-based usage reporting system and any web-based
password managament systam.

{71 Describe the compatibliity of the research web site with “screen reader” technology and the site's
adherence 1o the Web Accessibility Initiative's (WAL Web Content Accassibility Guidelines

(it w3 org WAL

{8) Dascriba any downloading constraimts.
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PART B - Search and Retrieval Capabilities

AL the user level, describe the capabilities of vour search and refrieval web interface as it relates o the
Sechan C.4.1 raguiraments.

PART C - Citator Capabilities

{1) Provida a description of the case history and genaral citator facilities o be made available for aach
offered database.

{2) Describe how often the case history citator is updated and made available to users so that the most
recani appallate action for each aclive case is availabla.

L.5.4.4 Subsection 3 - Plans

This subsaction shall consist of Parts A, B, and C as follows:
PART A - Management Plan

Al a minimurn, this part shall include the following infarmation:

{1) Organization: Provide an ofganizational chart for the contract; discuss all lines of authority, including the
authority delegated to the Confract Manager, the Training Coordinator, and any field perscnnel; and define
aach limes of authority’s relationship to the home office, and assignmeant of responsibility. Include complets
background information [resume) for the Contract Manager,

{2} Service Start-Uip: Provide an implementation plan that describes how services will be provided to all DOJ
CALR usars (assuming all DOJ arganizations will be provided CALR upon confract award). Include a
schedule (timetable) for implementation,

{3) Quality Assurance: Provide yaur overall plan for ensuring that all users will recaive high quality CALR
services throughout the term of the proposed confract, Describe how your firm will maintain coordination with
DO rapresantatives (the COR and CALR onganizabtion user repraseniatves) and provide your probdam
resolution procedures,

{4) User ID management: Provide the process for adding and deleting user [Ds,
PART B - Training Plan

Provide a detalled description of how training will be accomplished to meet the requirements stated in Section
C.7.1. For fraining courses, include the course curriculum and materials to be provided.  Also include
kocations where training will be provided (DOJ or vendor site), implementation plan (schedube and numbser of
users}, and representative instructor resumes, In addition, describe any other training methads to be used,
such as: video and awdio training; interaciive, easy-to-use computer-based raining; and self-study materials.
Identify the training coordinator,

PART C - Telephone Support Plan
{1} Descrbe the experence/expertise of personnal that will provide assistanca to DOJ CALR users, This

information can be provided as emploves profiles ciling the credentials and experience of proposed
personnel.
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{2) Idantify tha tima pariods when lelaphone assistance is available (weekdays, weaekands, avenings and
holidays) and how long (number of minutes) it typically takes for & user to actually be connected with your
user assistancs parsonnel and bagin rasolving the prablam.

L.5.4.5 Subsection 4 - Transactional Dfferings
This subsection shall summanze andior identily the proposaed transactional offerings.

L.6 Proposal Preparation Costs

This raguest for proposal does not commit the Government to pay any costs incurmad in the submission of any
propasal or in making necessary studies for the preparation thereof. Nor does it commit the Government 1o
procure or contracl for said services. Thea Contracting Officer is the only individual wiho can commil the
Government o the expenditure of public funds in connection with this proposed procurement,

L.7 Submission of Offers

{a) The Government will not accept facsimile submissions of offers for this procurement. The offerar
shall submil proposal informabon in electronic format by email and bwo paper hardeopies. The elaciramc
proposals must be received, via email, 1o Andrew Martin, at Andrew Martini@usdoj. gov, The two hardcopies
must ba labeled and submitted to the address below:

U.5. Department of Jusiica
Procurement Services Siaff
145 N Sirast, ME
2 Constitution Sguare Bldg, Rm §E.115
Washinglon, DC 20530
Attn: Andrew Martin
Contracting Officer
202-307-1928
Ra. RFP Mo: 15JPS519R00000013

It is important that the outer envelopes or wrappings of your offer be addressed as shown balow.
Note: Failure to 30 mark the outer cover could be the cause of your offer being misdirected and received too
late at the raguired destination shown below.

All Proposals must be received no later than 2:00pm ET on January 3, 2018 to be considered for
award,

L.7.1 _ Award with or without Discussions ! Proposal Revisions

{a) Award without Discussions. DO intends to award the CALR-5 contractis) on the basis of the
initial proposals received without the uss of “discussions,” “bargaining,” or “final proposal revisions” as definad
in FAR Part 15, DOJ may conduct such darifications with Cfferors as it deems necessary to understand the

proposal, reconcile apparant confradictions, or io maka corrections or supplementations regarding routine
administrative matters, Therefore, each Offeror shall make its single best effort and best value
proposal with the initial proposal|s), which is{ara) intended to be the only proposal(s). Tha DOJ may
accept one or more of the proposals by awarding CALR-5 confractis) without any further communications of
any kind.
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{b)_Aveard with Discussions. If "discussions” are deamed necessary they will be hald anly with tha
“competitive range” or “most highly rated” Offerors as determined by the technical evaluation panel and the
Contracting Officer. Any Offerors nof included in this phasa will be so notified and provided the general basis
of thedr non=inclusion, Mo further consideration will be given 1o such proposals.

{c) Proposal Revisions. When discussions require matersal changes to the initial proposal andior any
subseqguent changes, all revisions (final or otherwisa) shall be accomplished by a complete superseding
varsion af the proposal. The format and directions for proposal revisions will be issued under separate
correspondence to Offerors identified as being within the “competitve range” or “most highly rated” range.

L.B Disposition of Proposals

L.8.1 Mon-Selection of Proposals

{8) Maon-selection of any proposal will mean that another acceptable proposal was deemed to be
more advaniageous o the Government, or thal no proposals were accepled. Offerors whose proposals ang
not accepted will be so notified. Unsuccessful Offerors may request a debriefing in accordance with FAR Part
156

(b)) After the Contractor(s) have been selected and the contractis) awarded, one copy of sach
unsuccessful proposal will be retained by the issuing office and the remaindar will be destroyed,

L.E2 Announcement of Award

After having notified the successful Offerors and all other participating Offerars, announcemeant of the contract
award(s) will be made in the Federal Buginess Opporlunities website for subconiracting opportunities and
ather purposas. A list of confractor(s) and their points of contact information shall b2 provided to businessas
or olher parties based on a wrillen request{s) to DOJ. [NOTE: Requesls for this list will nol reguire a FOIA 1o
the DO

LS Provisions Incorporated by Reference (Feb 1958) FAR 52.252-1

This solicitation incorporaies ana or more solicitation provisions by referencea, with the same force and effect
as il they were given in full text. Upon request, the Contracting Officer will make their full text available. The
Offeror is cautionad that the listed provisions may include blocks that must be complated by the Offeror and
submitted with its quotation or offer. In leu of submitting the full text of those provisions, the Offeror may
identify the provision by paragraph identifier and provide the appropriate information with its quatation or offer.

PROVISION NO. DATE TITLE
52.222-24 Feb 1989 | Preaward On-Sile Equal Opportunity Compliance Review
52.204-16 Jul 2016 Commercial and Government Entity Code Repaorting
52.204-18 Jul 2016 Commercial and Government Entity Code Maintenance
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SECTION M - EVALUATION FACTORS FOR AWARD

M.1 General Conditions

{a) In order o be considerad eligible for award, proposals must meet the following general
canditions:

{1}  The Offeror's technical proposal is determined to be minimally "acceptable®, and amangst the
most highly rated and capable proposals, in accordance with Section M.2;

(2} The Offeror's proposed unit prices are determined to be "fair and reasonable” in accordance
with the Section M_2;

{3)  The Offeror's proposal complies with tha requirements of law, regulation and conditions sat
farth in the salicitation or atherwise required by law; and

) The Offeror is determined to be "responsible,” as defined in Federal Acquisition Regulation
Subpart 9.1, meats all standards contained therain, and is otherwise aligible for receiving
award,

(B} The Offeror's Volume | (BusinessiManagement) and Yaolume Il (Technical) proposals must
demonstrate a clear understanding of the nature and scope of the services required. Failure o provide a
reasonable and/or complete Volume | and YVolume |l may reflect a lack of understanding of the contract
raquirements ar tha lack of dus diligence, and may resull in a determination that the offer is at high risk andfor
unacceptable,

{c) Foraward purposes, the Department will evaluate the Offeror's Technical Capability and Total
Evaluated Price responses o the base vear requirements and all confract oplions.  Evaluation of oplions will
not ohligate the Department to exercise the options, Offers containing any charges for failure to exercise any
aption will ba rejectad.

M.2 Award Process

{a) In order to select the successful Offerors, the Government will make a series of *best value”
trade-offs between the “Technical Capability” and *Tolal Evaluated Price” factors for each proposal,

{b) The Departmant will make one or more award(s) under this solicitation. However, the final
number of confracts to be awarded under this solicitation is at the discretion of the Contracting Officer.

{c} Tha Department intends to award without conducting discussions with Offerors (see paragraph
(M4} of FAR Provigion 52.215-1). However, the Department reserves the right 1o conduct discussions if the
Contracting Officer detarminas them ta bs necessary.

{d}) The primary goal of this procurement is to obtain high quality CALR services for the Depariment,
The Department may make ona of more awards to responsible Offerar{s) whaose offar(s) conform to
the solicitation requirements and provide value to the Government, considering the factors and
subfactors in the salicitation. Thea refarancad technical “factors™ which ara listed balow and are furthar
detailed in Section M.3;

Mumerical Scoring System

Technical Evaluation M Folnt 8
Factor
| Databases 40
[ System Capabilities a0
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| Plans 10
| Past Performance 20
' Total Possible Score 100

{g) The "Technical Capabilily” factor score will reflect the sconng of its subfactars. Tha “Total
Evaluated Price” factor will be assessed based upon the Offeror's calculated TEP as defailed in Section M.2
The "Technical Capability” factor is significantly more impaortant than the “Total Evaluated Price” facior.
Howewer, if the *“Technical Capabilities” of competing proposals are considered substantially egual, the “Total
Ewvaluated Price” will becamea more impariant.

.3 Evaluation Facbors and Subfactors

The Government will evaluate two factors: "Technical Capability” and *Total Evaluated Price.” Within the
“Technical Capability” factor the Government will evaluate five subfactors, which are listed in descanding
order of importance: "Databases;” "System Capabilities,” *Plans;” and "Past Performances;”

Factor 1.0 — Technical Capability
{a) The Government will assess a rating (numeric and adjectival based) and document any

strangths, waaknessaes, risks, and deficieancies identified during its avaluation. Strengths, weaknasses, risks,
and deficiencies are defined as follows:

Technical Capability Evaluation Definitions

Strength An aspect of the propesal that will provide or result in better
parfarmanca than the required minimum.

Weaknass A flaw in the proposal that increases the nsk of unsuccessful
contract performance,
Risk A proposal weakness that may adversaly impact the

performance of the services,

Deficiency A material failure of a proposal (o meet a Government
requirameant o a combination of significant weaknessas in a
proposal that increases the risk of unsuccesshul contract
perormance o an unacceplable level,

Subfactor 1.1 — Databases

The Gowernment will assess the degrae to which the Offeror's proposed Databases meet andfor exceed the
requirements of Section L.5.4.2,

Subfactor 1.2 = System Capabilities

The Government will assess the degree 1o which the Offeror's proposed System Capabilities meet andfor
exceed the requirements of Section L.5.4.3.

Subfactor 1.3 — Plans

The Gowernment will assess the degrae to which the Offeror's proposed Plans meet andlor exceed the
requirements of Saction L.5.4.4.

Subfactor 1.4 = Past Performance
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The Gavernment will assess the Offeror’s Past Perdormance based upon the Depariment’s evaluation of
feedback obtained from past performance in accordance with Section L.5.2.6,

Im the investigation of an Offeror's past performance, the Government reserves the right to contact former
customers and Government agencies, and to use other private and public sources of information. The
Government may contact the past performance references provided and may also rely on any first-hand
axparence of the Govemment evalualors.

Factor 2.0 = Total Evaluated Price (TEP)

{a) To be considered for award, the Offeror must submit unit prices that comply with the
requirements of Section B. Offers failing to proposs an all CLIMs for all periods will recaive no further
consideration and will be eliminated from this evaluation. To calculate the TEPR, the Departiment will utilize a
pricing model based upon an axpecied ordarng scanario across all base and option panods.

Far Transactional Cffarings {Table B-3), the Department will only evaluate the proposed unit pricing
for reasonableness, Mote: this includes the Section .9 (FBI) portion of the BFP, which will have no impact on
avaluation of the flat rate, unlimied portion of the proposal. Thesa prices will not be adjusied by presant

value discount factors, Discounts for Prompt Payment, if offered, will not be considered in evaluation for
award.

{b) The Department will evaluate each Offeror’s unil pricing for reasonableness,

(£} In accordance with FAR 15.404-1(g), the Offeror is advised thal the Government may raject any
offer if it determines that the Offeror’s proposed prices pose an unacceptable risk to the Government, All
offers will be analyzed to datarmine If the prices proposed n Section B of this RFP are reasonabile.

{1) Pricas thal represent a probable loss position for the Offeror or do nol reflect a reasonabbe
refaticnship of compensation to the professional job categonies so as to impair the
Contractor's ability to recruit and retain compatent professional employvees, may be viewed as
reflecting a failure to comprehend the complexity of the contract requirements and considered
impractically low. Proposals offering impractically low prices will be eliminated from further
consideration,

{2} Prices that are extreme or excessive will be judged unreasonable, and the proposal will be
aliminated from furlher consideration.

{d) The Deparimaent may reject an offer as being unacceplable il it is unreasonable as to prices for
the base period and the oplion periods.

{g) Intluded in tha Depariment’s avaluation of price reasonablensss will be a comparison of each
Offeror’s proposed prices to FEDLINK, GSA and commencial prices for similar services, Prices which excesd
the FEDLINK prices andor commercial prices may be detarminad {0 be unreasonabla. Althaugh they will not
be conskdered for purposes of award selection, those products offered on a unit priced basis will be evaluated
far price reasonablanass.

{11 The Offerce/Contractor assumes all pricing risk associated with the ficed unit prices.

M4 Clauses and Provisions

M.4.1 Ewaluation of Options (JUL 1990) FAR 52.217-5

Except when it is defermined in accordance with FAR 17.206(b) nat to be in the Government's best inferests,
the Governmeant will evaluate offers for award purposes by adding the tofal price for all options 1o the otal
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price for the basic requirement, Evaluation of options will not chligate the Government o exercise the
aplion(s).

M.4.2 Single or Multiple Awards [OCT 1995) FAR 52.216-27

The Government may elact lo award a single delivery order conlract or (ask order contracl or Lo award
multiple delivery order contracts or task order contracts for the same or similar supplies or serdaces to two or
more sources undar thes salicatation.
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